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I ~ ##13=§ (Control Evaluation )
Lt s <Rt g B Mirg £
SREE R SRR EE R
2 %P T RARIEILY 45 BB

DAEPER L ¢ HE IR 2

2 5% (Assessment rating ) %
50 TR AH A REPIAER 2 LT G M FERE A
ERPEFEERIT IOV LA TR EL AR
( Satisfactory ) ~ ’f #x i& ( Needs Improvement ) = 7 & R,

( Unsatisfactory )

AR R ERH L AR

3 ( Risk and control Self-Assessment

Evaluation) : # p.13

» ¥#-% ¢ (Business Monitoring) :
FIEE R IR b G A R R AR T TR
Bl il W R R et 1=

AV EAAH B BHE TR o PN ¢
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( Business Monitoring ) % I > ¥ % — £ 2 £ 1% e b
ERCIERAR S

N~ 3¢ 4 2 F3i0 (Reporting and Communication )
i+ 4 (Issues) ARR)@/‘I}EI FEIRZ. R IRR R 2 a2
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Application
Review

Project Risk
Review

Technology
Infrastructure

GIOBAL TECHOLOGY AUDIT CO-ORDINATION

/

Inter and Intra Regional/Program Audit Co-ordination

North
America

Latin America Mexico Europe Asia/ Japan

Middle East
Africa

( EMEA )

Production Business Applications

Business Use of Technology

( Application Controls, Information Security, Continuity of Business )

Automated Auditing

Business and Technology Projects

Systems Enhancements & Maintenance

Emerging Technologies

Network

Security

Hardware &Operating Systems
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Technology risk is reviewed as part of an integrated audit approach
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Project Review Process : Project Risk Scorecard (PRS)

ARR-Project Risk Scorecard

Project Entity : As of date :
Description : Workdays :
Risk Category Risk Level weight Risk Score Rationale
Project Cost Score Less than $1 MM 10% 0.10
Strategic Alignment Score Strong Alignment 10% 0.10
Business Impact Score I oo [
Transaction Risk High transaction volumes/ $ transaction 0.15
value/ Assets Processed
5%
Credit/market Risk Low 5% 0.05
Regulatory/ Legal /Reputation Risk Low 5% 0.10
Project complexity Score Medium complexity 209% 0.40
Business/Project Management Score 209% 0.50 _
Business Sponsorship Strong and Effective Business Sponsorship 5% 0.05
Project Management Effectiveness ineffective 159% 0.45
External Riss I .o |
Industry Environment Risk High 5% 0.15
Economic Environment Risk High 5% 0.15
Joint Venture, Partnership and Vendor Risk High 109 0.3
Total weighted Risk Score 1009 2.00
Composite Risk Rating (H,M,L) - High

Prepared by : Date :
Approved by : Date :
Discussed within ARR : Date :
Last Discussed with line management : Date :
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Project Risk Assessment

Project Name

Project Manager

Project Description

Sponsoring Business

AWG Meetings*

This project is presently in the phase of**

it & 3

As entered in Auto Audit

Enter the project manager name ( s )

Provide a concise project description that gives the reader

a clear understanding of the project : 1i.e. overall

project strategy, objectives, products and services
provided. If known, also indicate the target
implementation date and estimated overall project costs.

Enter sponsoring business

Enter AWG codes from footnote

Select relevant phase as defined in

footnote

As of date DD/MM/YYYY

Overall Assessment and

Trend***

Some Concerrns

Prior Assessment : On Track

Risk Trend : Increasing

Date of prior PRA
DD/MM/YYYY

Rationale :

Recommendation/Corrective Action

taken :
o In narrative form,

explain the rationale
for the overall risk for correcting the project
assessment so that a concerns/issues and explain
reader who is not
familiar with the completed or pending. For
project will clearly pending CAPs, indicate the
understand the scheduled completion date.
related risks and
concerns. This text

should be suitable

for copying directly
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® Provide ARR’s recommendation

corrective actions satisfactorily




into Audit Work
Group materials

without editing.

Key Project Success Factor
Assessment and Trend

Rationale

ARR
Recommendations/Corrective
Action Taken

67




Strategic/Franchise Risks

Some Concerns

Risk Trend Decreasing

m]
Alignment with Citigroup

strategy
D . . .
Alignment with business
strategy
D . .
Alignment with technology
architecture
D . .
Ongoing evaluation of
business case
m]

Other

Rationale :

Recommendations/Corrective
Action Taken :

® Explain the rationale

for the stated risk
assessment and

trend.
® Use bullet points to

separate  multiple

concerns and topics.
® For any concerns of]

issues reported,
place an X in the
box on the left that
best describes the

relevant risk factor

® Provide ARR,s recommendation

for correcting the stated risks
and concerns and explain
corrective actions satisfactorily
completed or pending. For
pending CAP’s indicate the

scheduled completion date.
Use bullet points to separate

multiple concerns and topics.

Business Risks

On Track

Risk Trend : Stable

m]
Project Sponsorship
m]
Governance
D .
Active Involvement of all
parties
m]
Resource management
m]

Other

Rationale :

Recommendations/Corrective
Action Taken :

® Explain the rationale

for the stated risk
assessment and

trend.
® Use bullet points to

separate  multiple

concerns and topics.
® For any concerns or

issues reported and
X in the box on the
left that best
describes the

relevant risk factor.

® Provide ARR’s recommendation

for correcting the stated risks
and concerns and explain
corrective actions satisfactory

completion date.
Use bullet points to separate

multiple concerns and topics.
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Project Management

Risks

At Risk

Risk Trend : Decreasing

O

Project Planning & Overshit

Risk Management

Financial Processes

Software Engineering

Operational Readiness

Other

Rationale :

® Explain the rationale

Recommendations/Corrective

Action Taken :

for the stated risk
assessment and

trend.
Use bullet points to

separate  multiple

concerns and topics.
For any concerns of]

issues reported,
place and x in the
box on the left that
best describes the

relevant risk factor.

® Provide ARR’s recommendation

for correcting the stated risks

and concerns and

explain

corrective actions satisfactorily

completion date.

® Use bullet points to separate

multiple concerns and topics.
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Infrastructure & Support Rationale : Recommendations/Corrective

Provide ARR’s recommendation

for correcting the stated risks
and concerns and explain
corrective actions satisfactorily

completed or pending. For

) Action Taken :
Risks ‘ . ction Taken
® Explain the rationale
for th d risk °
On Track or the stated ris
assessment and
trend.
Risk Trend : Stable ® Use bullet points to
o separate  multiple

Information Security i
concerns and topics.

Vendor Mgmt. & Outsourcing| ®  For any concerns or| ®

m] issues reported,
Legal & Regulatory ,
place an x in the box

| on the left that best
Infrastructure ( Data

describes the
Centers/ Networks ) relevant risk factor
D . . .
Continuity of Business /
Insurance
O
Other

pending CAPs, indicate the

scheduled completion date.
Use bullet points to separate

multiple concerns and topics.

Prepared by : Responsible Lead Reviewer

Date : DD/MM/YYYY

Approved by : Responsible Program Director / Director

Date : DD/MM/YYYY

Discussed with line management : Names/ Functional titles of line
managers

Date : DD/MM/YYYY

*AWG codes : CIB ( Corporate & Investment Bank )

GC ( Global Consumer ) ,GIM ( Global Investment

Management ) ,INTL ( Citigroup International

Operations & Technology and Corporate Infrastructure

) ,0&T ( Global

)

** The project should be in one of the following six phases : Initiation,

Definition, Design, Construction, Validation, Implementation.

*** Assessments and trends are defined as follows
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On Track ( Green ) — The project is generally meeting its objectives.

Concerns identified have.Satisfactory corrective
action plans.

Some Concerns ( Yellow ) — Concerns or project issues identified
require corrective action plans.
AtRisk ( Red ) — The projectis at risk of not meeting key

objectives. Significant concerns or issues require
immediate management attention and corrective action.
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