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Single portal for capturing
fraud Incidents

Tracking of Funds across
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Data sharing (e.q. adverse Unified platform for

deploying Fraud Portals
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Flagging transactions and
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Fraud Prevented,
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TR & T LREE R " EEFR ) B T SRR & §H B (Financial Mis-
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(1) BB =& E (Supervised Learning) : {{OIH A0 2 & ABER I SR
AFEREEAY o 12 DHRBAE R SR Pty o SEIBEAE Y 1%
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ZEME R A2 ORI - SR P AR R N ER R & ot
R EIEEIU SRR E 2 &k -
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(1) B E[RR S T RARE (Dual HMM) : [t R 5% 02008 28057 Hl#TE IE
B BT IRREEIBIL A - R E AR BT B LR
fi » JLEREAERESE T IEW ) S EORMES 1SR BRI T 3EER B0 - 3
R R S TR [ IR AR AT e B R B

(2) RABEIHELEHRR (TabNet) : $HEEASAERLETRYEUREERE - B
Bliaon!) s iR PR -

Q) RIGHIECIEAGEWLSTM) © fife RIFFRIFY IS RELE) - AR
(AT R BRI EGE 2 JUFR TR -

FEEBEIE E > NPCLEJRIEKAEAE# (Precision) © fRIZH:
TEIE > (IS RIFEEE] 90% DL B Z IERER (R 10 (RS EERET | (F
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(1) Apache Kafka & Flink @ &5 B[ &fLnt 5 REEL B3R -

(2) Spark : ST ARUAE R EHE SR AT -

(3) Redis * FE{IAREERHFHL - SRR & A -

(4) Kubeflow : EEREREE TR - MECRIFEALHISRELENZ 2 550 -

(5) EHhifi(Data Lake) : Fll A o3 H (G > 1Pk Parquet A8/
{EREEE IR S P B EIEAS -
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PR AL R A LA RBIEEBI(LLM) - it 5 2
WIS ELEY ~ SERBTATTAE 1) 2 (B Al(Agentic AL TREEEA) - ¥
SRBENE » RS T SSRABHT PN EZ AR THE
(Human-in-the-loop) 16 + {5 42 1y HL{ ELBEFTEIEE 11 (Ability to Act)
FASES (B

1 BOMERER
Agentic AL 2 EERHE{FRHETHT TSI A=UE% |

Agent = Input (Perception) + LLM (Brain) + Tool Calling (Action)

Perception
P
Brain
Storage
Memory ! Knpwledge
1
5 i =
: o
[}

Reasoning from .l oA |. b K
s crent aatker S Summary| | Recall Learn| [Retrieve
conditions and the ﬁ g Decision Making

cather reports on 3 Planning

the internet, it is -ent f

likely to rain 2 Ag Action / Reasoning
tomorrow. Here is Tools

your umbrella, 4% 0 Calling API ...

& Agentic AT Z i3 {EWiAZ
2. RCVETERER
(1) =R S (Attention) : FEAUELSY Transformer 224# » FEHER ET
SCE SRR S R AT R S R B -
(2) TR PR HIFR ] (Context Window) : (UL A\ Z A IHEC TR Z IR A I A
GPU FEBUEERA - BTN ORGP EIR - EEZERELA
P PR R A A A e R B
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OREARE - HEEETHES
L.#5<HCE (Configuration):iE7# " £ 4512 157 (System Prompts) | > <B4
RN LLM BE(E R B e E A (Rl A8 £ B (E H
SRz Al Z FREEA  AERE T EHEE 1 (Probabilistic) Zx4es  HHHE.Z 15
CHCE R Rl E D
2 ECERE
(D EZRACE BB LR 485 IR 8 & B 57 IR (Compliance &
Limits) ©
(2) TRE API 85 : fHEE LM REST APIs /M 25 MIEREE > 21#%
OIRIT B ECER = T BB - BT R F R IR I 2 AR -
(3) #EEREF(Reasoning Patterns) : 25 AHEHE & n] SRl CE AT L
%~ F{T#)(Think before Act) ;> [FHEARKIRR » LHEAES >
-
i. 275§ (Chain of Thought, CoT) * 5[ T 7120 R AERE -
ii. A (ReAct [Reason +Act]) + SOEHET THEFEEASMEN 78] > ALK
BB 2% (Observation) BIFZ IR -
iii. 15| 101 T (Plan-and-Execute) * JHILHEE S BT Tat HIR K0
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Observation:
Arrived in forest area with many tall trees.

@ Thought:

| need to find some
wood logs
to build a house

LLM Environment

[E = : ReAct fEZR 7 JATRHEH AL > 1548 " B3 (Thought) ,~" T8 (Action) | B " ]
2Z(Observation) | {EIR * IS HIEMEE M 47 2 JEHEFE -
(O) SRR B ERESREARGE
1. SRETEIER : Agentic Al B 24/7 & R(FE(EEES > HETEKIER
R A
(1) PHTEEEREgERRZE S @ £RFENEE S 1] HE#iREE< BIR F ok
7 B EIm ARSI
(2) BEMLERSEE | B FE L B RE S T(E HEE Y - Wi
MERETS N EBE TR -
(3) AEEHILER | DHIMEHSIRE A A% > il
PSR R T SRR
2. SR A EHH](Multi-Agent Collaboration) : $ ¥} B — BRI e 5 1
B S EMES R A JEA SR TR A EX - BB E
LS~ shTEL SR E R 2 REE AL G » TRk T{REEA
BEEMREEA | il 2eRE -

m &

\



(2) O EEREB AR R (R B EE
1. JEFEHATT R AR - (A B e e TS » — B
PRSI SC - SRS B 2 LR EL &
(1) EHE R LB Hallucination) © I AL Ry Rk AR RIS
B2 A AEEEHUS HE APL BB - BTTIEREEE
(2) sBHERRH(Context Misinterpretation) : Hj* N RS A S EHFE
PR T —F% %) > nIREEE B AR - 40 ¢ SRRy T
(River) Z sk ESRITEAH] B T /AT F#(River Bank) | °
(3) $erradE AL (Prompt Injection) - KEERE T [P SC5H5< ) 2
777> PDF [P - S (s CE A\ S Iae il B Ehiz Al E e -
(4) YRR - AR R T o E AT RER g T -
2. ERERGAR A EMILE - S DO E MR - R A E
- I
(D) AR PR BUBORRE A REFE SRR filae BN TAZ SR -
(2) PFEEM(Guardrails)SEF Mk 5 - L EEEIEER > B R GUERE
FEBS LEA R - B EhiEE T4k i3 (Escalation protocols) »
{FE N ZRE MR T A T -
) EXEEF(Audit Logs) : Se R A FUHE A Z HEHHEZ K (Trace) i API
PEIECS% - MECR ARG T UL n AR -
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0~ BIr=BENRERRA SRR - R E AR
(—) BRREFFFRANASU) I L IAE B AH e
1. BEeEE R
I FEHR(Consumer Fraud) & U 2 (T 2 RE RN A4 MRl 2 -
HE " BIR PR Z:(National Anti-Scam Utility, NASU) ; {535
TR TT 22 28§ 4 R S B4 i (Critical Financial Infrastructure)f@4% » 5
TEE PSR e - TERERBHE - MEASHUBHE 2 RIS -
DARARSZ (Sf 21458 < 2\ (Reputational Risk)
2. IARBOLEERREE - FECRIBRE R R ot
(1) EH{bLEE Reporting) : #E N\ il 2 H— ACTEEEELE A2
I .
(2) EHERREHE(Real-time Tracing) : 557 (5 EH#H{LEREE
e [ -
() FEHSTEREE (Triage) * E R RaTor 1T AR 2 (B 5L IH T &
ﬁ» o
(4) ABEHHRSEUHI(Mule Detection) : 77 4R 5 7 Hra A ol BEmR = -
(5) B&E L (Intelligence) : 77 EEHE L= 2 U EEE R E
(Typology Repository) ©
3. R THAERRT
LLFNA FEHIF S 5 (FNA Fraud Portal) Ry - HAseffo et &5 LA
TAHTAE -
(1) EHEHFE(Case Portal) : P (WEMHEM Z5EE ~ /) RELEEZE
TR (R EamEIAEE) -
(2) BEBEIE ¢ PSR T BV AR (AR M - BT & BB e L
BRESTTIEHE) -
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(3) B ¢ E i B % )7 5 S % #2 (Bilateral and multi-party
messaging)B{AE - LA REEEFHERITESIRE) -
(4) Al EEBh:Vo> %48 (Fraud Scoring) : 120,45l K&l /1% 255275 (Graph
Machine Learning) » A a5 BEREMEILTR ~ TBHE ABHIRF IR A 5
S E A TR LT -
(O EEVEEE - FIEMAABTEEIERE
1. LE#E NASU ZaHIH R - REW TG /=01
(1) AERFIEZE(Public Model) : [ i S SRITECEUERR £ - BT
PR BRI SR R R RZ R
(2) EESEEE (Private Model) : HHSZ (A EAGR S H R = - RlrfE a3
IR S 2 I VB RE
3) JBEAEEE (Hybrid Model) : FHABFTEFBERGIE @ L0 EE
BT o 2R PE n i = o B B P AR 1 B i R A
2. FIERIGABE
(1) PIRSRTT © & RIS B AR 7 ) — 2k -
Q) BRI EERER - SRR E - EREBESHEE K AP EEAE
HIE -
) BUAHERHE SR EEREAL(FIV) : & FEEIGEST - 15 & AU Elps i =%
fined
(4) SRUERE(FLs) @ TR EDH - S BRI S0 -
3. BB E S IS AR R
BEREE SR T RSP TR B DRER ) (HARTES
HEITRAZHARE) - TR B NASU ZERETL DL R IO ASE SR
(1) BRFLERER ¢ TSI & o B R HR R SR AT 05 (R B PR
(Override banking secrecy) ZJAFHER
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(2) BB © OfE 55 28 HENHF T A4S I (Immediate hold' orders)
F5 o I » [ T 2 4 A (Earmarking) HEH -
(3) WENRBAEFE TS s i) B BB (T 205
MR (S EEZEI) -
(@) EEEEE ¢ B BESFE Circulars) i SR S 01 (- T
):Eg o
(S)IEER2FEE B - AT SR SRR AL (K PT)
1. B {r IR (SOP)EEL
NASU {4 BUVUERNENSES © (1)ESEEIF5RE © QT LEHE
BEIERFE1Y  QEESBTESIINTES  (BRMEEIEEE -
2. AL HEIHEBISESAERTRL © AL S04 AT NASU %4 anilHi #.0)
fE1) A HDIRAIAE > H 5 (Incident Scoring) ~ HEHMBRL L,
2 N ER P A R B 58 Typology Learning) « BRBREETSH » 7
SRR AR E T 3 SR > DR E A S
e
(1) ER#(False Positive Rate) : 75 £IRS B HIELE] » 51
S BB Pl A S (Costefficiency) -
(2) AEEE (Precision) © i SLECPIE = o B 1y ATEIR S 2 L) - 97
ST FEE R A -
(3) B Recall) : HrEEFTAFRATEIES B 5

FREFEIR) -
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1.0 4 - : =~ Graph Al
\ Graph Al + Money Trails

e
[=]]
|

Precision
o

o
-9
|

0.3 1

0.2 1

0.1 1

0.0 1

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

Recall

& VU : " Graph Al | B " Graph Al + Money Trails | 7 3(BEZEIFIE -
(TU) FBARPEEEEFLEERR(NSRC & NFP)

55 2HE 7Y o B 2R R B [0 FE oL (NSRC) i R R AT (BNM) AU - B
PayNet 24 2 (5 [ FEbR-F 6 (NFP)RER G - X EFIHBEL - 25 HE
A PR B (I A RN SR T T EE AR AC 2 S (Earmarking) » SR PREE
s M EIR A EME - HERZ BB EFESIERiERtE - 1o
B LUT 10 TEA8
1. REEBRBAIRE  2F H H A SR O] E O (NSRC) AT 2K

SR T IR FSR (T - MR E M E T R (R A ERE Z 22K

2. SRITEGBRRG IAS « 2 HAmIRTEE - T e R
S EHR 2B SRR R E L (NSRC) -

3. FG-BREE IR Z 8l ¢ RSN - EREREE T
(NSRC) &L % e B AL (FIU) & = foh ) ~ 8100 BT Ra 2 (SR - A
TREIZEEESR T 2 (NFP) 28t ERIEh Z (B fE -

4. ZUEORSE - BTG e R (PayNe) BT E 22 NFP 2470 -
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FIE R E R T A BT -

5. BEEIEMSEAECET) | T2 E A NEEM NFP 2N EZE
EHET(Money Trails)IHEE > $1Ef AI5EIR PN 2 &I TIRACEA IR -

6. S HEIA 240k B B HUERRE R Bk - DUEMR BN =1A
HE B SIBEEEE -

7. FEHAEBEE - NFP 2408 HEH AR BIRH AT S &R - DU
TR RIS -

8. HilA BB AT © RN R E X AR T > B LT
NG P8I DT AR nlpe 8 4= Z SRR - W FF A m s S H M3
SRR -

9. XeATEEERTT CRARRER) © $R77 7248 APL /1% > B NFP 24
PEUSERCH FRT(Pre-settlement) 2 22 2 B = B b a7 ©

10. BRI ER bR E CRAR R REE) © S LR T(BNM)TE Ry s
ZSR B R o KA B NFP S e (b 2 B B M v Bl ek -

Criminal ey v
Justice ‘@ Supervision
7 ?
: RS & " Ly
: (W7 NSRC
Local Police 3 : } o
r 3¢ PayNet s+ PayNet
1 1 - PAYMENTS METWORN MALAYSIA 7 PAYMENTS METWORK MALAYSIA
Victim } 1 @NSRC NFP: Track & Trace, o NFP: Fraud
: 3 Evidence collection, Information Sharing
3 [ Earmarking of funds
Bank [ T T T
4 5 9 8
4 I 4 4

Banks

— Graph Al Models & Knowledge Graphs to Capture, Validate, Prioritise, Assign, Filter, Join & Score Cases, Accounts and Transactions —

NEP: National Fraud Portal, shared utilityto  BNM: Bank Negara Malaysia, Malaysia® NSRC: National S
er stolen f t & B t BNM

PayNet: Paymenls Ne Malaysia . FlU a
g t i N

[ - kP " B FERR(IE]E UL (NSRC) | B T 5 R FRER V- 5 (NFP) | %
EEBEIEREE -
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A~ B R B B 2R B B A
(—) FrhsEEERiE SRR
FEBRTT B SR T SRS 2 2 S E R R H R SR T 2 (5
L BAEREISER o MIREEGEER > 2025 TR ERIES
HIREEE IS - SRR 2024 £ 51,501 {fFFZ2 37,308 (kD
27.6%) » HEHEREHHINE 9.65 RN (OL N GfERT R 2 7.726 {3
H o EEEIR R I NS IR BUR T EL5 1 R B R B S e B
B Bl R AR -
TEREBRAERE I b B T2 5y Ky T M2 53 FBR(Authorized
Scams) | B " REHIZHERL 5 FFER(Unauthorized Scams) | - HFTHi5HM
Jet1 22 THE(Social Engineering) B 0 I RETT £y T HMEAS Zh3FER
A SRR 82% o FEEEENR 2% O R BUE R FERR NI A EUR =
PEHIRE » TR BRI E N BT TR S -
2021 4 12 884 2 H i &R T (OCBC) R B4 RS £ f 7 R bR =5
B AL BT EEbR SRR B il AR T E J7sHE
& B RGELEBRRIMIRAE S - (IBIEFHIE » 7l =K E bR
JEBIATR -
1. #&ZFBR(Investment Scams) 15 F1| i & 72 o= SR s B X
BHEENE - PEORE S 3.36 (RO -
2. ERBUFE B¥EB (Government Official Impersonation Scams) : |
I E BRI E A » 18R4T 2.42 (R -
3. KIEZEBR(Job Scams) : % i# T EEF /5 (Facebook/Whats App) DL '
RS HeE N - HBRET 1.23 [
(Z) ZRERYTER %S ERRT R #8(Scammers’ Kill-Chain)
HOIEERAL " 2% K5 %E(Multi-Layered Defence) | 5l > |5 fE %3

Bt T Ry 2 i ~ S BRI F S P B S PH B T - sZ BT EFIE
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25 HH DU R SRS SOAE Ak« PRI B FHEST (Prevent & Block) ~ {e M B i #z

(Detect & Report) + #i;5E2 G (Enforce & Recover) K /v R H HHH

(Public Education) o TEFE[Fil » B S0R 2 A% Ol B FE T AL &

1. BANERFEFETE - <Rl AE |7 AR e PR (0 m] L B 4
$RAT App HEFEE WA EAITIAE - (RN 525 2 (7 U 75 H B

2. EEEEERN SRR HEIRIREE 2 5,000 ¥ - S5
S E TGS - JHE A Singpass i #k(Face Verification)

3. DRI RENEEZER] 8 T 5052 Ali(Cooling Period) | 1l » &
& R PR s BB Y 8 A4S B (Digital Token » BT RERL)H -

s 20 12 /N2 sl F R > DIPGREHIR & ik -

Scammer Scammer/ Victim Scammer
' Approaches Conducts Obtdains Monies
s;ﬁi:;: Victim ‘ Transactions ’ from Victims
A @ @u
0y L B

#1: Prevent & Block

stotegyto " SCamme % #20slsiateps 13 mirce & fecove
combat Approach 9 o]
Scams

#4: Educate Public to ACT Against Scams

[

N+ BRI R T 5 BT T S A
(=) HERE SEHEFREE Money Lock)EEEAHIETRE(Cognitive Break)

T 05z H ) 95 E R E  BE EIR AR By — I T Rl B AR AR O
(Typology-agnostic) ; 2 FAFGTENE © A& b T A2 (A& - H B S
$HE - FEbm AR E AR A B E B - &5 i B ZEEETE
& ZEEREREEEIR TIES ATM B TERR S iR - T8 E

" ShPHEERR ) ZJRAN - B 2025 R - ©A 47.9 R - $#8E
SEAHEE 440 (T -

PHEHAE 73 EhR - CRIGERSRR I | SAIENEL | o EIRTT AR

s T Z BIRETEM - BIRGE TR as LR SR B ERHE A IE B (A
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RuEsiEEE) s T EIRRR | B EE L T AR -

BEAE  FEER T E T35 " FEBRPIHZ | (Protection from Scams Act)
TZRIRE S - ST BRI B A TREIE 2 e A > BT ATk sRIT
W= B R B 30 RZ B HEH - PRI EAZHBUZ (SR - (F R T
B e

() SEEREAESR(SRF)EEREE ARG IR

Frinsses " att &4 [E 2 8(Whole-of-Society Approach) | > 7%
HLEFEMERMEILRL D EFEA - ZHERBRA T P& e =R S
(Waterfall Approach) ;- {85 H RS £IE S — IS > IB1R HEEE
% (Telcos) » f&A TEIHEH °

TEEE TR Ao fa iR b - SLER MRS AR#E 2 TR FEZE A
(Account Drainage Rule) ; © HRF G402 S EHrEDL L > HAE 24 /NI
R SHEE 2 50%I5F » SRATZRIENNG B 24 /NSBB8 - R
JETTIIE - RlSEA S g2 Eks -

AL TE RS L B S SR 10 (Anti-Scam Centre)BR " EHHG 1
BEE[EHR /N (Co-located) | = SRAT4m A B B REER B ZAERAM L -
RN 4 < B LA AS 2 1F S o ST & RlE 28 R (MAS) AL

¥ A PR A (Inspecting the inspector) | 2 Bf PR - &G
IATRITA R TR R & 2 st &R S S IRIT R R R R R
B S o
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FOIR B EEiZ O R R Ry - 22 2B F1[(Security over Convenience) »
BEEES S AL (SN2 A o [EABEAMUCTRERS S 288 T Faster,
Higher, Stronger - Together |, » MEA ARG VAT > HEEAR

PHERTFERIUSR LS -

1. A whole-
of-society
approach is
needed

2. Multilayered
anti-scam
defences

3. Prioritise
upstream
preventive
measures

4. Use

technology
to fight approach
scams fowards

scams

& - s bEER L 5 REAL -
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L W

7\

N

ZR BB L > 58 FRR . B < R S 5 1

(—) BB SRR 2 S PAT R

ZREIBUT A 2 RS 2017 AR #i  SEARORE - BESE B SRR
Z HIESZ (AR T Prompt Pay | RIE) » ZREIRLI) BT SR A 2
PRI Ry =R 2 SO ERR ARER « 28T > IR E R = - =
= H AR E B IR U IR SR Eh > AR -
1. B SRR R &
TR R RTBODRE &R - REIBM AL HIE T 2B
VR
(D TEISRTHIE © B 2024 > (TESRTC A E# 2017 SR
25 £ > FRLTUEE 380 (& -
(2) Prompt Pay 38k * B H A 5 RIE(E 2 9,500 #2E > BRHDZEA
TEIL G 2 S TREAE
(3) EPRHRE * QR Code Fr4JpHIE (KI5 33 5% » EHEEEE B
B T 34% B 7 ZE(H FHR SRR 43% o AHIRA 25K - ZREHE
BTS2 1 (e-Payment) (i FIAER - ELGEILEY Btk R Hh B S P51
PSR > A TR B -
2. IREEIRE (A2A)EIR Z T BB v Rk
FEPLIEEL - SEEREFHERAE - HHFEHE S A2A #IRT
H(HEE 41%) @ SRER E(31%) REME S 1 (25%) » PRI
550 A2A BEIREE®RSLY TRE Y — HESSHAIBREE

K BHEEMERUE B RS = phEy -
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100% BAa H RvA A T Eeva
= 1% 15% i BT 6%
21% Y -
52% 60% :
60% 48% =
e Tin 63% 80% 80% 88% g4,
H - 0%  86%
- 0
40% £2°% 48%
u u
P
- n
20% 41%  39% 38% 359 531%5
2o B% 7% 15y g3
) it ©OB% 0% 5y o
0% [ NN L] 0 o
& S 2 & & o A 5 & 3 <& &
S Q & @ G N @ <& & & P
Q{\\‘\\QQ W \ch’(\ & & @F < h d)\(\@ A
Cash Other digital | A2A [Account-to-Account]

Source: Worldpay's The global payment report by FIS
Other digital = debit card, credit card, e-wallet
Account-to-Account = Fund transfers between bank accounts i.e. transaction via mobile banking, internet banking

[\ ¢ SR R e ~ B SRR R B RS IE RAG IR - DN E IS - B
firg2dl ~ MRPERF (A2A)EIREA E S TR Z ELFl o -
(Z) Bfir FFHR B B AE 42 BT B $RAT 22 & M B % (Mobile Banking Security
Standards, MBS)
B AR AT A SR > I8 - BOT 1L T —B4E & A I 2475
L b T EAS £ - Frlomsh TaM B T IEEE -
1. SR g4 [E B {THEZE (Shared Responsibility Framework)
2023 AT 2 T BEIES ) (Emergency Decree) S [iEFRG 22 2 0%
TEZL o 820 MR T MR 2 PR S R 05 o] 17 RV 5 2 Z AT U
fR o E SRS EIE A T LM EEE PR EEL > B
YEREE > IR T (T - FHIELL I AGE S RS B A2 S (Level
of Negligence)# & » IARHERFIITRIVIFER HESFEE/E T
Z Bt JE i (Strategic riskYEERIZ L) ©
2. MBS FAi#HE : i8bE AR B E
ZRE SR T B AT EN SR T L 2 AT AE (MBS) & T F1 5
((Br
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() EVE RN © 2 msE RT3 X7 TR B 2 fETEH(SMS)
SER T

) = EBRTT R LB - StEESE 5 Bk - BH R A 20 &
kIR - 0 T IR EEIRIREE ) FeEbREE) o sRdlE TR

Pk
Q) RFLEMRE : mHET " 5 WEK App HEMHEH
BB MR IR R PR Z RE T T LARHER - [FIRF PR T/&RE0E » LA

ORI 2 2 -
() EbEEEZ \ERFEHEE F#mE 0T (Customer Profiling) i
FERNE SRS - FEERII ] BRSRAE MR T IR AE% 2 | - Stat
BREUR > 50% 2 BaAriIRR 3 ENRIRA - HE ABREEREDE
EECERE)FIIREE 18 /N
L. EBEEEGSF  MIRFRERSHRER
(1) SMERREGR,FR,FR) - HRAKRE R - SRITIRTEEER
=
) ST EBMEC R, BERE) ¢ STH AN E SRS T Ry
FEME AR ZEAT - B EBEECEE IR = -
Q) EFEZEERN - R 7 IRGIFEEEEIR - & E R EEBTTEX
(Block Deposit » #HiREF BN AmIEAE > FLIF 28R G BUR T #5320
B EIREDAK - REESGIRE AR R RAER A Z IR
FrZEETE - JCE 2025 48 3 HL > BiEEEIR A A AR
(Corporate Mule) K # i EENRF -
2. ZFEREEIHT(Customer Profiling) B3 KBRS
AT UL ~ AT Ry Sl (R RlE 15 BRLLT R 65 BB
FREDRGE LIRS - 5o PSR s IR AN - sRITEE " 580

BTG ) - BN HURITERR - AN OB G o B IR AT
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AFBR AL T 2 T 1A 4E B0 E(Emotional Urgency) - MARE S 8552
PHET LA THE -
(1) thRFERE SR FS(CFR)SEIGEZ () (Governance Core)
1. CFR : BEESUT RS ESR Z B E B
" OLEERCE % 2:47(CFR) | H National ITMX & B (F (3% B AL
JR Ky Prompt Pay 7 24038 7) - NHERESITHESE B 2 BIEE
T o BRE BT RIS Z IR E ARSI E 1B HE - CFR BEHUARK
B~ SRT ~ FRRITERE TSI (YR KR (S R AR - TS 2
s -
2. BMUEEKEE (DFM)/ B ER S B R
£ T ERCE R ) MR T o B PR TR R R e
SRATESRRE - i " IaHEZ0 -
() EEEEME: ROk ER gl s E ARV EREER R
RESPEREPRTERR - WH A EN ARG AR E -
(2) =R+ B EERE PRI -
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t -~ REBUEREZ S | SFERE RIS DI R
(—) B R ERR
TR AR ERIZL Y SR (LSS R SR
o GBI AL (B (AR - R SRR R
MR S BT E R R S 5 - W W e
IRHRTH I > (BB T R (High Velocity) ) S TS |
SR - QT AT IR - REEHD IR S R B R -
HR B IE PSR (T (BSP) 2 3 H) » TR L (T
2013 FE{E U HELB 1% » 2 2024 LB 57.4% » FE RIS
BRI > R IR R ) AT 2% S4% 2 B A - It
WEEEZHEN 2017 S THREE LN AGNRPS) 0 HTE
VNN Lot TR
1. InstaPay © {2 {ft/INAEESFRIRE B AR -
2. PesoNet : LTI AHE « HLAGEHZ B2B S > JERIFF AN -
3. QRPH : FIFIEAE(L QR Code FERARIE L » HAIH AL L35
R4 70% -

Share of

Digital 57.4%

Payments (%)

60% |

52.8%
50%
42.1%

40% _303"/3_ z
20.1%

== 52-549% Target

30%
14%

20% 10%

10% 1%

2013 2018 2019 2020 2021 2022 2023 2024
@ ¢ JEEE RS RS, (2013-2024) -
EEALL > FREEEALI AR Z B R H Bl - & RISEERE SR
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SRS £ A R TR IRPRFE S % (S EREE 76%)
B I B (13%) DL K RS B IUTE8%) - BRI AIHE L » 43 L8frBH =
(E-KYO)RiE T ZHessm & th = B 128 » ZELERE TBEIRFE
(Fictitious accounts) > A1 FEE RS2 Z mo 21 - (HIUSEEREAER
TIRCE S o Y IHRBH HEE -

(O REMiRFFRSEAEMEMIEATR

1.

FoNIEH 20808 Z SERIUTR - SEREBUNHE B @K ZIERAER

TEEHE 2 (E N B R 2 ST B E SR EA T R Z S T - RS

Hier T2 EUR(Whole of Government) | 7 45 o

JEERE H AT Z BEEAHIEG 2R

(EPRIESERGEA) (Cybercrime Prevention Act, 58 10175 S73LR1ER
EE, RA10175,2012) : K EEREAHRH SIS 73 35 A AT R & > 1%
PESATERIE TER & -

(&FIBFAL) (Data Privacy Act, 28 10173 SRIERIEAZE, RA 10173,
2012) : pATEIZEERZ A G(NPC) - MR SR BRI NS
TRis - JHEBhisER NPC Bl22 B 7 K= -

(HeBRh%E) (Anti-Money Laundering Act, 55 9160 SRILR1ERAZE,
RA 9160, 2017) * jREEERCEREEERY R i se 2 RUEIUSE > s (b B miisias
B PR A A (CDD) S AT 5EAL 7 i (STR) VA EF 5 -

(SRELERK HEZEREZE) (Financial Consumer Protection
Act, 3 11765 SRILNIBLEAFE, RA 11765, 2022) * HEIL RN E FIrE
P SEORE A < EAORE ~ Se BB n AR

(SIM RE4&DE) (Sim Registration Act, 55 11934 SRIEMIEIALE,
RA 11934,2022) : ‘ESE(SEXET M E AH > EIUIEEFHERTE
(R TEESR -

6. (KE&®MIIREFERE) (Anti-Financial Account Scamming Act,
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AFASA, 55 12010 SREERIBAZE, RA 12010) ¢ 5 2023 FimiE i R
SRV WA Z A e > BIESUE R NS 4 IHTT R
() ABARF1T Ry(Money Muling Activities) : FZE(EH ~ FHAHEE
Rl = Bt N EHEIUTE -
()11 3 THEEFHG(Social Engineering Schemes) = T ¥f{EEEHIH ~ 3
& P S U E & Bl R 2 17 R s A RIS -
)& HIRIE (Economic Sabotage) : FHLIES S ARUBIEE - 41+ 2
b3 NERSIUEE - ol N2 3 ADLE - s ml i DA RAAE ] -
OESITEILF G B A2 ATERE ZH BT R S AR R

B -
m Awareness Registration ‘
Cyb Data Privacy Act (RA Anti-Money Financia | Sim Registration Anti-Financia I
rev Ac‘[ (RA 10173, 2012) Laundering Act Consumer Act, RATI9Z4, Account Scamming
10175 2012) (RA 9160}, as Protection Act [RA 2022) Act (RA 12010, 2023)

amended, 2017 N765,2022)

@ = &, &
B+ SEREDGHIRER P e AR B L A
S &REHE TGO TREHRIE
JEERE P ERIT(BSP) Z A% L S » HEF < R R (e o Bl 2 VA S8 0E
Ry TEIPGE o FIE T 2SR (Security over Efficiency) | 2 ErHif#
7 > (ZIBE IS LN 7 <X B e A AR S 2 B2 4R -
}R4% BSP Circular 1213 5<% > gRiREHR (L N YERA0E s E
] > A -
1. WERRIFEEH 24 (FMS) © BURKKIBWAS 0 55 e H 2 1\
T HEMEENIS L 2% 0 I FEEAEE R E S S -
2. 24 /NRFRZ BB 4R 3 (24-hour pause) © &% S I TGRS ECEE T E
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ERFREE LA - 2ZGEEBIRGIEAS 24 /N > DU
PREFT RRHIRERTA R BR(F -

3. EHETE U (Device Fingerprinting) * JEFENN A5 B Al Z &4
M (IR RS ATRET -

4. HEZEEEETR © s fl 2R T2 0t — i B H s R IR = (Kill
Switch) B #5177 8 AR BR AR » il P S S R B AN T H
B, ZRETT -

PriEZA1 > BSP Circular 1215 55T Bl R ROE B R
SR R - AR GRS R R 30 RZUAEHE - &
HMIAEITES T Bllaag - NRERELE - T SRS &R
(FSCRP 2024-2029)580 ¢ + 1EEIFEAE(L HipaH 2 S PEIEERA] - 2.4
BIRS 2T 2 BRI B 5 3R S EE A R
4 U BEIRE TR EE B Z IR E R -

(19) ESEFTa R T BRG]

JEEAE B AR RN (SupTech) SAIKR ~ BEFRZE(F - P
RRSEHE 2 A MIEAPHER S - 2021 K > JEERE S B AR TRRRZE (Mark
Nagoyo $R{TEEHIZE) > # 700 2 E N ARULE] OTP(—RIEEHE) - BB
FEEMESS—2¢R T2 " Mark Nagoyo ; GERERERE R " #E T, )IKE
R -

o JUFEFVE : AR OTP ALAIH] InstaPay 2 BIIEF ANRIIAE - B & £
R 2 ABHIRF -

o BEHEBSITRE
LIEERE P RERTT(BSP): E B Pk R Tim S48 FH OTP

SRR R E-KYC K5 > BRI Z R T B i T

2. FEEARE © IMESURIREIE I SR TR R 4P BRI P HR) -

32



SR TR T E AR -
3.BUATTED R E R NBDERHIUIERS B - L (CICC) R A/
B RN HZe B & (AMLC) IS8 AT BT RES < LA PH AR e R K -
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N\ FEREEZRERNBDB SRIDTFEIARBEER
(—) B &RIUIERRR IR B i B P
FERAERIES 2T SRATIRIS C 3 AR AR A M 2 BLaEiE RS - (e 2RI
BN~ (OEE R T B ASEES (Physical Friction) | fH=( » ##
5 Ui fe] Al 85~ O AR BB RUOA RS > T BE TP B B 5 (Invisible
Infrastructure) = H il 2 S 2 T8 8 Ry = FEAH A b 2 JUTRAERS - fik
5 NBI B892 - H T BERIHIAR - 40 ¢
1. 13X TAZEFHMT(Social Engineering) : 175 8, (B FRAL T B 1 25 A\ LUEHET
MR FHEHIME - REREE 12010 SRELFIEDAZE(RA 12010) > B K E R
R\ BRI BB T B U E ER
2. (BE I SR RYE -5 (Fake Crypto Platforms) © 1748 {4 FEEAGBLR
FIEFEREILEE - REREHRER &S -
3. AHERETT B (Money Muling Activities) © {{¢fE RA 12010 EAFHEE
> BHRIET R ETE - BISEREsEHE TR BRI (Knowledge) & 2K
TR R IEEFTS -
4. JEER LA EEAEZ(Online Lending App) : ST EELUEHE S
IR - TR 2 E B R EER AL - K& B BE
TER BT TS -
(Z) NBI4H@HR A LB #ERRE I 238k
HEEACTE RN » USRI N E T RECRISRE e
5t 4% (Institutional Readiness)” 2 THi#EfE - NBI {KBEE 10867 $ELR1EE
ZE(RA 10867)HETTE K Z BEHIELAAL - RHESF I A 2 A RS E st
B IR B T RPA AR RSP ICE Rbeiln A Bs8iR 2 S22 R &
FEILIEIE RN B &N E LHEREE R AN - ISR -
TE S #8555 7% b > NBI 8 17 30y 88 3% 2 55 = (Digiital Forensic
Laboratories) i £ Eh" S & KIS > 1E&1TEE ST HIE 57 /&) (Regional

Office) - WEPRIHE N RAEIE R E WA IR S HE TRE Y PR AR L -
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Ry 7 e se B2 VEPREK - NBL ST B 2 VUPS B HURAE

1.

4.

e pe A (Evidence Extraction) : 3% (o 55 i 1 HUBR $2 - B fir B -l
st > HEEBIKIEMER Z % -

. B IR BN E 4R  (Preservation & Chain of Custody) : fZ/ [ MER

¥ 2 {8 B9 55 (Hash verification) » #17 " H 0] 85 47 M B v] BERE M AR e
(Repeatable, Defensible Procedures) | % {iit% .0 » HEREBIEARIZF
e M PR R (GREH) -

. BB R B4 (Data Correlation & Analysis) © §##%5 R [E]1R 7 B35

BRI B HE AR -
#H &4 (Report Generation) * Rl ERHE L Ryl A g PR 2 56 =

() BURE ARSI SIRE R ER

ERUACRIEFBALEAGFEITR AR ZAEZR T > NBL JEHUARE A4

BRAUTE Z 142> (Cybercrime Warrants) B {3 & & 7AVE Z e © (IR =)
(5 Disini v. Secretary of Justice F|{5I] - [HHiI.Z < i{RAS Z I HEE] 3 oz 77

T ZATiEREHE -

1.

TR TS BIE Sk (Warrant to Disclose Computer Data, WDCD) : &t
B IR R B (S R E - SRRSO P& SRR & BB (Traffic
data) » FEEFINPEBEERAT AR B 18 2 EAHIL - ORI S
EIE(WICD)(K -

. ECEREE IS0 SR (Warrant to Intercept Computer Data, WICD) : ¥}

A E ML TEIRF RS - th B imEEAN:  ZERES 2 =EE
7 o

R -~ I KAt E S 8B S ik (Warrant to Search, Seize and

Examine Computer Data, WSSECD) : $f# (FF e BEHEE - AF#ETT

IR IR 1 -

. IR EISEIR SIR(WECD) @ [t B R 2 BASEH » BIERE
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REAC " BVARTR ) SR E N EEHRHY) - E SRR A N ER L
LN > ZHERSNRER L IRIRE -
() JREAER R & SRS TR i (R AL AR
KR fRENE LR - AR EmER ) ARIER "5 11449
BALMENEZE 5 (RA 11449 % T FHIE i BB 7% ) (Access Devices
Regulation Act, RA 8484) Z (E1E T Kol - E AT T Rotespl &Py -
FIE T i 2 SHEAGEA] © LLoh T SIM REAHIE |, (RA 11934)HIE 3%
EfTEENZ BE A MR - AEESTRRR i (F U7 > H AR 2 Z880E "
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1./AREHK(Public Awareness) © 2/ HEEEE > [HHEiZ 2R -
2. HE TR N R PR A B FE SE B %5 (Institutional Controls) @ 755 s fE %

" TR BE -

3. HEEBER ST (Shared Infrastructure) 17 SR EILE

G 4 ESERP RS A

4. 75RIES (Regulatory Framework) * $& (BT H 20T 2 A HEA
B o

5. Ba BT (Supervision) : HECRIIMEZ 10 BERARAE(E ARG Z

TR ET -

-+

Supervisory execution is essential to financial resilience.

2

4 Clear, risk-based, enforceable regulation is a foundation
Regulatory for financial-integrity protection.
Framework

Systemic infrastructure 1s essential in reducing fraud
across the entire financial ecosystem.

" Shared Infrastructure &
Technical Safeguards

Institutions are the first line of defense, responsible for
fraud-risk controls, AML/CFT systems, and operational
security.

Institutional Controls &
Industry Practices

Consumer vulnerability is a source of financial-integrity
Public Awareness and operational risk.
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