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CONFIDENTIALITY

Our clients’ industries are extremely competitive.  The confidentiality of companies’ plans and 
data is obviously critical.

Similarly, financial risk management consulting is a competitive business.  We view our 
approaches and insights as proprietary and therefore look to our clients to protect OpRisk 
Advisory’s interests in our presentations, methodologies and analytical techniques.  Under no 
circumstances should this material be shared with anyone third party without the prior written 
consent of OpRisk Advisory. 

Copyright © 2004-6 OpRisk Advisory.  All rights reserved.



Copyright © 2004-6, OpRisk Advisory. All rights reserved.

Agenda

5

I. Introduction
II. What is Risk?
III. What is Risk Assessment?
IV. What are Risks & Controls?
V. What is Modern ORM?
VI. Summary & Conclusions
VII. Questions & Answers



INTRODUCTION



Copyright © 2004-6, OpRisk Advisory. All rights reserved. 7

The importance of a sound operational risk management (ORM) Framework.

• Good ORM is independent of Basel II compliance.

• The fundamental concepts underlying a sound ORM framework are the 
same for the AMA, the TSA and even the BIA.

• Banks that have implemented sound ORM frameworks will (almost) 
automatically comply with all Basel II requirements.

• However, just following the rules will not necessarily guarantee compliance, 
nor will doing so necessarily add any value.

• The “use test” will reveal whether some banks are following the letter, but 
not the spirit, of Basel II.
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RISK REWARD

Risk management means managing the risk reward relationship.  When entering 
a new business one must consider reward in the context of risk inherent to the 
new business.
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RISK CONTROL

Once an organization has invested in a business, risk management involves 
managing the risk-control relationship in the context of cost-benefit analysis.
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RISK CONTROL

Operational risk management is the process of optimizing the risk-control 
relationship in the context of cost-benefit analysis.

What type
of exposures

do I face?

Which are 
the largest

risks?

How well are 
these exposures 
being managed?
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So why are banks having such a difficult time establishing viable ORM 
programs?

• Many banks don't focus on their major risks, instead they focus on the risks 
they know about.

• The known risk are typically the smaller risks; whereas the lesser known 
risks are typically the larger risks.

• As a result most banks are over-controlled in areas where they have the 
least risk and under-controlled in areas where they have the greatest risk.

• The underlying source of confusion is a misunderstanding about the true 
meaning of the words risk, risks and controls.  

• The Basel II documents do not explicitly define these terms.
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The Basel II regulations do not explain what is meant by the term risk.  This is 
perhaps the greatest source of confusion across the industry.

“Operational risk is the risk of loss resulting from inadequate or failed internal 
processes, people, and systems or from external events.”

- Basel Committee on Banking Supervision



WHAT IS RISK?
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What is risk?

• A kind of unpleasant or undesirable incident, such as a fraud, a market 
downturn or a system failure.

• A measure which can be calculated as the product of likelihood and impact.

• A measure of the level of exposure at a specified confidence level in excess 
of the mean.
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The best way to illustrate risk is through an example.

Security A Guaranteed return of 10%

Security B 50% probability of a 0% gain
50% probability of a 20% gain

Security C 50% probability of a 10% loss
50% probability of a 30% gain

Which investment has the highest expected return?

Which investment has the most risk?

How much risk is there in each investment?

Which security is the best investment?
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What can we conclude about risk?

• Risk has to do with uncertainty (where there is certainty there is no risk –
Security A).

• Risk must be measured at a level of uncertainty (confidence level, e.g., 
99%).

• However, it is often possible to rank risks without specifying a confidence 
level.

• We know that Security A is less risky than Security B which is less risky 
than Security C, even without knowing how much risk each investment 
poses at the 99% level.
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What else do we know about risk?

• Risk is neither inherently good nor bad.  

• A risk-neutral person will consider all three investments to be of equal value.

• A risk lover will choose Security C because it offers the higher possible 
return (30%) among choices with the same expected return (10%) and 
because risk increases his/her utility.

• Because most people are risk averse, they require more reward for 
assuming more risk, so will choose Security A.  (Equal return with no risk).
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Probability

Annual Aggregate Loss ($)

Unexpected Loss
(VaR)

Expected Loss
(cost)

Mean 99th percentile

Total Loss Distribution

Operational risk is measure of the level of loss exposure at a specified 
confidence level in excess of the mean.   
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The relationship between the unexpected loss and the expected loss (UL to EL 
ratio) varies across businesses.  A high UL to EL ratio represents high risk 
(normalized for size). 

Probability

Annual Aggregate Loss ($)

Total Loss Distribution
for Trading & Sales

VaR T&S 

Mean T&S 99th percentile T&S

VaR RB 

Total Loss Distribution
for Retail Banking

99th percentile RBMean RB
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Many ORM managers still don’t realize that the terms expected loss (cost) and 
unexpected loss (risk) are technical terms which have specific meaning under 
Basel II.

Operating
Expense Capital Financing Transfer / Accept

Cumulative Annual Loss

Probability

Expected 
loss

Unexpected loss
Catastrophic 

loss

Hedging techniques

99.xx% 
Confidence 

level

EXPECTED LOSSES UNEXPECTED LOSSES

High 
Frequency 
Low Impact

Low 
Frequency
High Impact

Effect 
Severity

Event 
Frequency

Catastrophic

Traditional

RISK
Modern
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Since operational risk is measured in terms of the aggregate loss, there are two 
components to operational risk: Frequency and Severity.   Unlike in market and 
credit risk there is no upper limit in operational risk.

INDIVIDUAL
LOSS EVENTS

RISK MATRIX FOR 
LOSS DATA

VAR
CALCULATION

TOTAL LOSS
DISTRIBUTION

74,712,345
74,603,709
74,457,745
74,345,957
74,344,576

167,245
142,456
123,345
113,342
94,458

•

•

•

LOSS DISTRIBUTIONS

Frequency
of events

Frequency
of events

Severity 
of loss

Severity 
of loss

40-
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30

10-
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EMPLO YMEN T 
PR AC T IC ES &  
W O RK PLAC E 

SAFE T Y 

C LIEN TS, 
PR O D U C TS &  

B U SIN ESS 
PR AC T IC ES 

D A M AG E TO  
PH YS IC AL 

ASSE TS 

EXEC U TIO N , 
D ELIVER Y &  

PR O C ESS 
M AN AG E MEN T 

B U SIN ESS 
D ISRU PT IO N  AN D  

SYS TE M 
FAILUR ES  TO TAL  

Corporate Financ e Nu mb er 36 3 25 36 33 150 2 315 
 Mea n 35,459 52,056 3,456 56,890 56,734 1,246 89,678 44,215 

 Stan dard D e viatio n 5,694 8,975 3,845 7,890 3,456 245 23,543 6,976 
Tradin g &  Sale s Nu mb er 50 4 35 50 46 210 3 441 
 Mea n 53,189 78,084 5,184 85,335 85,101 1,869 134,517 66,322 
 Stan dard D e viatio n 8,541 13,463 5,768 11,835 5,184 368 35,315 10,464 
Re tai l Banking Nu mb er 45 4 32 45 42 189 3 397 

 Mea n 47,870 70,276 4,666 76,802 76,591 1,682 121,065 59,690 
 Stan dard D e viatio n 7,687 12,116 5,191 10,652 4,666 331 31,783 9,417 
Com merc ia l Bankin g Nu mb er 41 3 28 41 37 170 2 357 
 Mea n 43,083 63,248 4,199 69,121 68,932 1,514 108,959 53,721 
 Stan dard D e viatio n 6,918 10,905 4,672 9,586 4,199 298 28,605 8,476 

Pay men t &  Settle men ts Nu mb er 37 3 26 37 34 153 2 321 
 Mea n 38,774 56,923 3,779 62,209 62,039 1,363 98,063 48,349 

 Stan dard D e viatio n 6,226 9,814 4,205 8,628 3,779 268 25,744 7,628 
Agency  Servic es Nu mb er 44 4 31 44 40 184 2 386 
 Mea n 46,529 68,308 4,535 74,651 74,446 1,635 117,675 58,018 
 Stan dard D e viatio n 7,472 11,777 5,045 10,353 4,535 321 30,893 9,154 
Asse t Ma nag em en t Nu mb er 40 3 28 40 36 165 2 347 

 Mea n 41,876 61,477 4,081 67,186 67,002 1,472 105,908 52,217 
 Stan dard D e viatio n 6,725 10,599 4,541 9,318 4,081 289 27,804 8,238 
Re tai l B rokerage Nu mb er 48 4 33 48 44 198 3 417 
 Mea n 50,252 73,773 4,898 80,623 80,402 1,766 127,090 62,660 
 Stan dard D e viatio n 8069 12719 5449 11182 4898 347 33365 9886 

Insuranc e Nu mb er 43 4 30 43 39 179 2 375 
 Mea n 45,226 66,395 4,408 72,561 72,362 1,589 114,381 56,394 

 Stan dard D e viatio n 7,262 11,447 4,904 10,063 4,408 312 30,028 8,897 
To ta l Nu mb er 435 36 302 435 399 1,812 24 3,806 
 Mea n 45,653 67,021 4,450 73,245 73,044 1,604 115,459 56,926 
 Stan dard D e viatio n 7,331 11,555 4,950 10,158 4,450 315 30,311 8,981 
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Calculator
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What are inherent risk and residual risk?

• Is inherent risk the level of risk before controls or in the absence of controls?  
Is residual risk the level of risk after improving controls?

• Consider an example, if you had $1,000,000 in your bank vault and you had 
no controls:

• How much would you expect to lose?

• How much risk would you have with no controls?

• How much risk would you have after improving controls?
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What are inherent risk and residual risk (continued)?

• The word inherent is defined as unique, permanent or unchangeable.

• Therefore inherent risk must be the risk that is unique to a particular 
business or process.

• If the level of inherent risk changes after controls, then by definition that 
cannot be the level of inherent risk.

• Inherent risk is static.  Therefore, the terms inherent and residual risk cannot 
be used in the same context.
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Distributional analysis helps one understand the inherent differences in risk 
profiles between the different business lines.  The relative differences in Inherent 
risk can be seen when you factor out controls.

Probability

Annual Aggregate Loss ($)

Total Loss Distribution
for Trading & Sales

VaR T&S 

Mean T&S 99th percentile T&S

VaR RB 

Total Loss Distribution
for Retail Banking

99th percentile RBMean RB



WHAT IS RISK ASSESSMENT?
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Risk can also be assessed using a likelihood-impact approach.  This approach 
has been well documented by the Committee of Sponsoring Organizations of the 
Treadway Commission (COSO).

Source: COSO
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TRADITIONAL

Likelihood x Impact = Risk

The COSO view of risk assessment is based on the likelihood and impact of a 
specific incident; the output is probability-weighted impact.  The high risk area is 
in the top right corner of the matrix. 
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Under the risk management industry approach, the high risk area is the bottom 
right cell in the matrix. 
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Likelihood x Impact = Risk

Using likelihood-impact analysis one can calculate multiple outcomes.

Risk 1 :      10% x $10,000  = $1,000
Risk 2 :        1% x $50,000  = $   500

.

.

.

.
Risk   999 :   4% x $20,000   = $  800
Risk 1000 : 20% x $  6,000   = $1,200



Copyright © 2004-6, OpRisk Advisory. All rights reserved. 31

The many probability and impact combinations represent a continuum.

Probability

(10%, $10,000)

(1%, $50,000)

(4%, $20,000)

(20%, $6,000)

Impact

40-
50

30-
40

20-
30

10-
20

0-10
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The severity distribution is a plot of all likelihood and impact combinations; loss 
severity is only one component of aggregate loss.
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A high likelihood – high impact scenario: You are standing on the train tracks.  
90% chance you will be hit by a train; impact $1,000,000.

• There can be a high likelihood-high impact scenario situations, but not a 
high likelihood-high severity class of events.

• Likelihood-impact analysis allows you to measure the probability weighted 
impact of a specific event – in other words the cost or damage from the 
event ($900,000).  

• The risk represents the uncertainty surrounding the $900,000 damage 
estimate.

• As likelihood approaches 1.0 (100%), the event becomes certain and the 
risk goes to zero.
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Additional comments about likelihood-impact analysis.

• Likelihood means probability; frequency means number of events.

• Likelihood and impact analysis is used for a specific, single incident (a point 
in time assessment). 

• Frequency and severity distributions are used to describe characteristics of 
a risk class, where multiple incidents can take place during a given time 
period.

• Likelihood-impact analysis is more appropriate for operations management 
not operational risk management.  In a crisis one is trying to measure the 
magnitude of one potential routine loss that is on the verge of taking place.
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Probability

Annual Aggregate Loss ($)

Unexpected Loss
(VaR)

Expected Loss
(cost)

Mean 99th percentile

Total Loss Distribution

A cultural shift is necessary for practitioners to understand that risk is impact at a 
specified likelihood (e.g., 1% likelihood or 99% confidence level), not the product 
of likelihood and impact or frequency and impact.
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Suppose a bank is not planning on adopting the AMA, is it necessary for that 
bank to adopt a probabilistic concept of risk?

There is only one definition of risk.

Not separate (custom) definitions for the BIA, the TSA and the AMA.
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Is it practical to require all banks to follow this definition of risk?

Issue: How can a probabilistic concept of risk be applicable to ORM, where very 
little data is available and quantitative modeling (which relies on large amounts of 
data) is impractical?  Instead, why not use expert judgment which can be used in 
situations were there is very little data?

Answer: A probabilistic approach does not necessarily imply large databases or 
sophisticated tools. Even in cases where very little information is available, and 
where expert assessments are the only practicable solution, a probabilistic 
approach can be used to ask better, more unambiguous questions. 
For example, in conventional approaches, experts are typically asked “what is the 
likelihood and impact of event x occurring over a one year horizon?” Unfortunately, 
some experts will mentally reflect “in a normal/average situation”, some optimists in 
a “not so bad” situation and other may consider a “disaster” scenario. As a result, 
nobody can accurately interpret the answers of make meaningful use of the results.  
A probabilistic approach could simply mean asking a smarter set of questions.

Source/inspiration: Jean-Charles Sevet, ECB
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How does a risk manager conceptualize an ORM problem?

38

•Accountant: Estimate the total cost of employee time lost (five hours per 
employee, per week).

•Economist: Estimate the amount of profit that could be generated
(opportunity cost) if the employees were able to work more productively.

•Risk Manager: Five hours is the average; what happens in the “worst 
case” situation?  What mission critical tasks will fail to be performed when 
this happens and what will that cost (in direct losses and opportunity cost).

• A Bank has a computer system that goes down frequently - on average 
about five hours per week.  No one can work productively while the system 
is down.  Should the bank purchase a new system which costs $5,000,000?
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An example of an effective use of ORM in the business decision making 
process.

• Consider two risks: Unauthorized Trading and Money Transfer

• Past Audits reveal that both risks are under-controlled

• To address Unauthorized Trading risk one must improve segregation of 
duties and audit frequency.  (Solution: hire four new staff; cost = $400,000 
per year)

• To address Money Transfer risk one must improve the system (Solutions: 
buy new system; cost = $5 million + $800,000 per year)

• You have $4 million in your budget.  Where do you invest your money?

At the 99.X% level, how much risk do you have in                
money transfer vs. unauthorized trading?  

Suppose you had tried to solved this problem by using internal loss data,         
or by generating scenario loss data or by tracking KRIs?
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Why do we care so much about the large, infrequent losses?

• The large events have a huge impact, not just on solvency, but also on 
annual financial performance.

• One percent of the events cause 60-70% of the losses.

• Therefore a large part of the average cost of operational failure (the 
expected loss) comes from the extreme events.

• How many people die on average each year as a result of drowning? 
(now factor in tsunami drownings).

• Successfully managing operational risk is critically dependent on preventing 
major losses from taking place and/or reducing potential damage from such 
events.



Copyright © 2004-6, OpRisk Advisory. All rights reserved. 41

An example of an effective use of ORM in the business decision making 
process.

A seafood processor want to build a new $30M plant.  There are two 
options:

Build the plant on the banks of a river that floods roughly once in 
every 20 years.  Estimated annual profit is $5M.

Build the plant on a nearby hill and incur additional annual operating 
costs of $1M per year.  Estimated annual profit is $4M.

Are the goals of business line management                       
the same as those of the board of directors?



WHAT ARE RISKS & CONTROLS?
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Credit Risk

Operational Risk

Market Risk

Insurance Risk

Many years ago we defined operational risk as all risk other than market, credit 
and insurance risk.
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What comprises operational risk?

Transaction

Inadequate 
Supervision
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Insufficient
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Poor
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Execution
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Relationship

Unauthorized 
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Fixed Cost 
Structures
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Key Man

Theft
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Fiduciary

Customer

Business 
Interruption

Technological

Lack of 
Resources

Criminal

Rogue Trader

Physical Assets

Sales Practices

People
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Effective ORM requires a structured way of thinking about risk – a meaningful 
way of conceptualizing the issues and a common language.  What are the 
standards for defining and categorizing operational risk?

Management Information Grouping of like items (homogenous risk 
types) to facilitate the management of similar 
issues which have similar inherent 
characteristics (risk profiles) and causes 
(controls).

Statistical Consistency Mutually exclusive (no overlaps) and 
exhaustive (comprehensive) homogenous 
distributions

Logical Consistency Must be based on natural boundaries; 
examples must be consistent with definitions
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Insufficient trainingInsufficient training

CAUSES EVENTS CONSEQUENCES

Lack of management
supervision

Lack of management
supervision
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auditing procedures
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auditing procedures

Inadequate security
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policies

Poor HR
policies
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design

Inadequate 
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•
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•
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Loss or Damage
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The universe of operational risk is best understood in terms of its three 
dimensions: causes, events and consequences.  The Basel II event based 
framework appears to have some inconsistencies.
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Business Disruption 
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Business Disruption 
& System Failures

Business InterruptionBusiness Interruption
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Insufficient trainingInsufficient training
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auditing procedures

Inadequate security
measures

Inadequate security
measures

Poor HR
policies

Poor HR
policies

Poor systems
design

Poor systems
design

Inadequate 
segregation of duties

Inadequate 
segregation of duties

External
Fraud

External
Fraud

Employment Practices 
& Workplace Safety

Employment Practices 
& Workplace Safety

Clients, Products 
& Business Practices

Clients, Products 
& Business Practices

Accidents & 
Natural Disasters

Accidents & 
Natural Disasters

SystemsSystems

Execution, Delivery & 
Process Management
Execution, Delivery & 
Process Management

Internal
Fraud

Internal
Fraud

Regulatory, Compliance 
& Taxation Penalties

Regulatory, Compliance 
& Taxation Penalties

RestitutionRestitution

Loss of RecourseLoss of Recourse

ReputationReputation

Business InterruptionBusiness Interruption

Monetary 
Losses

Non 
Monetary 
Losses

(Forgone
Income)

•

•

•

Write-downWrite-down

Loss or Damage
to Assets

Loss or Damage
to Assets

Legal LiabilityLegal Liability

Upon further analysis, it appears that “causes” consist of both contributory factors 
and events (contributory factors and events together cause losses).

CAUSES EFFECTS

CONTRIBUTORY
FACTORS
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Insufficient trainingInsufficient training

WHAT DIDN’T 
HAPPEN

WHAT
HAPPENED CONSEQUENCES

Lack of management
supervision

Lack of management
supervision

Inadequate
auditing procedures

Inadequate
auditing procedures

Inadequate security
measures

Inadequate security
measures

Poor HR
policies

Poor HR
policies

Poor systems
design

Poor systems
design

Inadequate 
segregation of duties

Inadequate 
segregation of duties

External
Fraud

External
Fraud

Employment Practices 
& Workplace Safety

Employment Practices 
& Workplace Safety

Clients, Products 
& Business Practices

Clients, Products 
& Business Practices

Accidents & 
Natural Disasters

Accidents & 
Natural Disasters

SystemsSystems

Execution, Delivery & 
Process Management
Execution, Delivery & 
Process Management

Internal
Fraud

Internal
Fraud

Regulatory, Compliance 
& Taxation Penalties

Regulatory, Compliance 
& Taxation Penalties

RestitutionRestitution

Loss of RecourseLoss of Recourse

ReputationReputation

Business InterruptionBusiness Interruption

Monetary 
Losses

Non 
Monetary 
Losses

(Forgone
Income)

•

•

•

Write-downWrite-down

Loss or Damage
to Assets

Loss or Damage
to Assets

Legal LiabilityLegal Liability

Contributory factors are things that should have been done, but weren't done 
(nothing has necessarily happened).  Events represent something that happened 
(e.g., a loss).

CAUSES EFFECTS
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Insufficient trainingInsufficient training

CONTROL

Lack of management
supervision

Lack of management
supervision

Inadequate
auditing procedures

Inadequate
auditing procedures

Inadequate security
measures

Inadequate security
measures

Poor HR
policies

Poor HR
policies

Poor systems
design

Poor systems
design

Inadequate 
segregation of duties

Inadequate 
segregation of duties

External
Fraud

External
Fraud

Employment Practices 
& Workplace Safety

Employment Practices 
& Workplace Safety

Clients, Products 
& Business Practices

Clients, Products 
& Business Practices

Accidents & 
Natural Disasters

Accidents & 
Natural Disasters

SystemsSystems

Execution, Delivery & 
Process Management
Execution, Delivery & 
Process Management

Internal
Fraud

Internal
Fraud

Regulatory, Compliance 
& Taxation Penalties

Regulatory, Compliance 
& Taxation Penalties

RestitutionRestitution

Loss of RecourseLoss of Recourse

ReputationReputation

Business InterruptionBusiness Interruption

Monetary 
Losses

Non 
Monetary 
Losses

(Forgone
Income)

•

•

•

Write-downWrite-down

Loss or Damage
to Assets

Loss or Damage
to Assets

Legal LiabilityLegal Liability

Contributory factors are really controls.  Events represent classes of “inherent”
risk types.  Events are not directly controllable.

CAUSES EFFECTS

RISK
CLASS

CONSEQUENCES
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Insufficient trainingInsufficient training

Lack of management
supervision

Lack of management
supervision

Inadequate
auditing procedures

Inadequate
auditing procedures

Inadequate security
measures

Inadequate security
measures

Poor HR
policies

Poor HR
policies

Poor systems
design

Poor systems
design

Inadequate 
segregation of duties

Inadequate 
segregation of duties

External
Fraud

External
Fraud

Employment Practices 
& Workplace Safety

Employment Practices 
& Workplace Safety

Clients, Products 
& Business Practices

Clients, Products 
& Business Practices

Accidents & 
Natural Disasters

Accidents & 
Natural Disasters

SystemsSystems

Execution, Delivery & 
Process Management
Execution, Delivery & 
Process Management

Internal
Fraud

Internal
Fraud

Regulatory, Compliance 
& Taxation Penalties

Regulatory, Compliance 
& Taxation Penalties

RestitutionRestitution

Loss of RecourseLoss of Recourse

ReputationReputation

Business InterruptionBusiness Interruption

Monetary 
Losses

Non 
Monetary 
Losses

(Forgone
Income)

•

•

•

Write-downWrite-down

Loss or Damage
to Assets

Loss or Damage
to Assets

Legal LiabilityLegal Liability

Contributory factors are really controls.  Events represent classes of “inherent”
risk types.  Events are not directly controllable.

CAUSES EFFECTS

DAMAGE CONTROLCONTROL RISK
CLASS
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Event risk categories are represented in a three-tier hierarchy.

Primary Secondary Activity Examples 
Unauthorized Activities Transactions not reported (intentional), 

Transaction type unauthorized (w/monetary loss),  
Mismarking of position (intentional) 

Internal Fraud 
 
Losses due to acts of type intended to 
defraud misappropriate property, or 
circumvent regulations, the law or company 
policy, excluding diversity/discrimination 
events, which involve at least one internal 
party 

Theft & Fraud Fraud/credit fraud, worthless deposits,  
Theft, extortion, embezzlement, robbery, 
Misappropriation of assets,  
Malicious destruction of assets,  
Forgery,  
Check kiting,  
Smuggling,  
Accountant takeover, impersonation,  
Tax noncompliance, evasion (willful),  
Bribes/Kickbacks,  
Insider trading (not on firm's account) 

Theft & Fraud Theft/Robbery 
Forgery  
Check kiting 

External Fraud 
 
Losses due to acts of type intended to 
defraud, misappropriate property, or 
circumvent regulations, or the law by a third 
party  
 

Systems Security Hacking damage,  
Theft of information (w/monetary loss) 

Employee Relations Compensation, benefit, termination issues,  
Organized labor activity, 
Poaching 

Safe Environment General liability (slip and fall, etc),  
Employee health & safety rules events,  
Workers' compensation 

Employment Practices and Workplace Safety 
 
Losses arising from acts inconsistent with 
employment health or safety laws, or 
agreements, from payment of personal injury 
claims, or from diversity/discrimination 
events. 
 

Diversity and Discrimination All forms of discrimination 
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Event risk categories are represented in a three-tier hierarchy (continued).

Primary Secondary Activity Examples 
Suitability, Disclosure & Fiduciary Fiduciary breaches - guideline violations, 

Suitability - disclosure issues (know your customer etc.), 
Retail consumer disclosure violations,  
Breach of privacy,  
Aggressive sales,  
Account churning,  
Misuse of confidential information,  
Lender liability,  

Selection, Sponsorship & Exposure Failure to investigate client per guidelines, 
Exceeding client exposure limits 

Advisory Activities Disputes over performance of advisory activities 
Improper Business or Market 
Practices 

Antitrust,  
Improper trade/market practices, 
Market manipulation,  
Insider trading (on firm's account),  
Unlicensed activity,  
Money Laundering 

Clients, Products & Business Practices 
 
Losses arising from an unintentional or 
negligent failure to meet a professional 
obligation to specific clients (including 
fiduciary and suitability requirements), or 
from the nature or design of a product. 

Product Flaws Product defects (unauthorized), 
Model errors 

Damage to Physical Assets 
 
Losses arising from loss or damage to 
physical assets from natural disaster or other 
events. 
 

Disasters and other events Natural disaster losses,  
Human losses from external sources (terrorism, vandalism) 

Business Disruption and System Failures 
 
Losses arising from disruption of business or 
systems failures 

Systems Hardware,  
Software, 
Telecommunications, 
Utility outage/disruptions 

 



Copyright © 2004-6, OpRisk Advisory. All rights reserved. 53

Event risk categories are represented in a three-tier hierarchy (continued).

Primary Secondary Activity Examples 
Transaction Capture, Execution & 
Maintenance 

Miscommunication,  
Data entry, maintenance, or loading error,  
Missed deadline or responsibility, 
Model/system misoperation,  
Accounting error, entity attribution error,  
Other task misperformance, 
Delivery failure,  
Collateral management failure, 
Reference data maintenance 

Monitoring and Reporting Failed mandatory reporting obligation,  
Inadequate oversight,  
Inaccurate external report (loss incurred) 

Customer Intake and 
Documentation 

Client permissions, disclaimers missing, 
Legal documents missing, incomplete 

Customer/Client Account 
Management 

Unapproved access given to accounts (includes 
inadvertent access to one party on a joint account) 
Incorrect client records (loss incurred), 
Negligent loss or damage of client assets 

Trade Counter parties Nonclient counter party misperformance, 
Misc. nonclient counter party disputes 

Execution, Delivery & Process Management 
 
Losses from failed transaction processing or 
process management, from relations with 
trade counter parties and vendors or from 
systems failures. 

Vendors and Suppliers Outsourcing,  
Vendor disputes 
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INTERNAL 

FRAUD 
EXTERNAL 

FRAUD 

EMPLOYMENT 
PRACTICES & 
W ORKPLACE 

SAFETY 

CLIENTS, 
PRODUCTS & 

BUSINESS 
PRACTICES 

DAMAGE TO 
PHYSICAL 

ASSETS 

EXECUTION, 
DELIVERY & 

PROCESS 
MANAGEMENT 

BUSINESS 
DISRUPTION AND 

SYSTEM 
FAILURES  TOTAL  

Corporate Finance Number 362 123 25 36 33 150 2 731 
 Mean 35,459 52,056 3,456 56,890 56,734 1,246 89,678 44,215 
 Standard Deviation 5,694 8,975 3,845 7,890 3,456 245 23,543 6,976 
Trading & Sales Number 50 4 35 50 46 210 3 398 
 Mean 53,189 78,084 5,184 85,335 85,101 1,869 134,517 66,322 
 Standard Deviation 8,541 13,463 5,768 11,835 5,184 368 35,315 10,464 
Retai l Banking Number 45 4 32 45 42 189 3 360 
 Mean 47,870 70,276 4,666 76,802 76,591 1,682 121,065 59,690 
 Standard Deviation 7,687 12,116 5,191 10,652 4,666 331 31,783 9,417 
Commercial Banking Number 41 3 28 41 37 170 2 322 
 Mean 43,083 63,248 4,199 69,121 68,932 1,514 108,959 53,721 
 Standard Deviation 6,918 10,905 4,672 9,586 4,199 298 28,605 8,476 
Payment & Settlements Number 37 3 26 37 34 153 2 292 
 Mean 38,774 56,923 3,779 62,209 62,039 1,363 98,063 48,349 
 Standard Deviation 6,226 9,814 4,205 8,628 3,779 268 25,744 7,628 
Agency Services Number 44 4 31 44 40 184 2 349 
 Mean 46,529 68,308 4,535 74,651 74,446 1,635 117,675 58,018 
 Standard Deviation 7,472 11,777 5,045 10,353 4,535 321 30,893 9,154 
Asset Management Number 40 3 28 40 36 165 2 314 
 Mean 41,876 61,477 4,081 67,186 67,002 1,472 105,908 52,217 
 Standard Deviation 6,725 10,599 4,541 9,318 4,081 289 27,804 8,238 
Retai l Brokerage Number 48 4 33 48 44 198 3 378 
 Mean 50,252 73,773 4,898 80,623 80,402 1,766 127,090 62,660 
 Standard Deviation 8069 12719 5449 11182 4898 347 33365 9886 
Insurance Number 43 4 30 43 39 179 2 340 
 Mean 45,226 66,395 4,408 72,561 72,362 1,589 114,381 56,394 
 Standard Deviation 7,262 11,447 4,904 10,063 4,408 312 30,028 8,897 
Total Number 710 152 268 384 351 1,598 21 3,484 
 Mean 45,653 67,021 4,450 73,245 73,044 1,604 115,459 56,926 
 Standard Deviation 7,331 11,555 4,950 10,158 4,450 315 30,311 8,981 

 

The starting point for diagnostic analysis is the Business Line/Event Risk matrix.  
Using loss data in the context of this matrix one can discover where one’s risks 
really exist (risk identification).



WHAT IS MODERN ORM?
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RISK CONTROL

REVIEW: Operational risk management is the process of optimizing the risk-
control relationship in the context of cost-benefit analysis.

What type
of exposures

do I face?

Which are 
the largest

risks?

How well are 
these exposures 
being managed?
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FOUNDATION
• Risk strategy, tolerance
• Roles and 

responsibilities
• Policies and 

procedures 
• Risk definition and 

categorization

INFORMATION
• Expected Loss – how 

much do I lose on 
average?

• Unexpected Loss  –
how much I could 
reasonably expect to 
lose in a bad year?

• Control Scores – how 
good are the controls I 
have in place? 

DATA/METRICS
• Loss data 
• indicator data
• Control assessment 

data
• Risk assessment and 

analysis data
• Issue log data
• Follow-up action 

reports data

MANAGEMENT
• Awareness of real 

exposures
• Knowledge of controls 

quality
• Cost-benefit analysis
• Improved risk mitigation 

and transfer strategies

Management & Control Quality

Ec
on

om
ic

 P
ro

fit
Effectively managing operational risk requires a framework designed to turn raw 
operational risk data into information that supports managerial decision making.
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Since operational risk is measured in terms of the aggregate loss, there are two 
components to operational risk: Frequency and Severity.   Unlike in market and 
credit risk there is no upper limit in operational risk.

INDIVIDUAL
LOSS EVENTS

RISK MATRIX FOR 
LOSS DATA

VAR
CALCULATION

TOTAL LOSS
DISTRIBUTION

74,712,345
74,603,709
74,457,745
74,345,957
74,344,576

167,245
142,456
123,345
113,342
94,458

•

•

•

LOSS DISTRIBUTIONS

Frequency
of events

Frequency
of events

Severity 
of loss

Severity 
of loss

40-
50

30-
40

20-
30

10-
20

0-10

  
IN TER N AL 

FR AU D  
EXTER N AL 

FR AU D  

EMPLO YMEN T 
PR AC T IC ES &  
W O RK PLAC E 

SAFE T Y 

C LIEN TS, 
PR O D U C TS &  

B U SIN ESS 
PR AC T IC ES 

D A M AG E TO  
PH YS IC AL 

ASSE TS 

EXEC U TIO N , 
D ELIVER Y &  

PR O C ESS 
M AN AG E MEN T 

B U SIN ESS 
D ISRU PT IO N  AN D  

SYS TE M 
FAILUR ES  TO TAL  

Corporate Financ e Nu mb er 36 3 25 36 33 150 2 315 
 Mea n 35,459 52,056 3,456 56,890 56,734 1,246 89,678 44,215 

 Stan dard D e viatio n 5,694 8,975 3,845 7,890 3,456 245 23,543 6,976 
Tradin g &  Sale s Nu mb er 50 4 35 50 46 210 3 441 
 Mea n 53,189 78,084 5,184 85,335 85,101 1,869 134,517 66,322 
 Stan dard D e viatio n 8,541 13,463 5,768 11,835 5,184 368 35,315 10,464 
Re tai l Banking Nu mb er 45 4 32 45 42 189 3 397 

 Mea n 47,870 70,276 4,666 76,802 76,591 1,682 121,065 59,690 
 Stan dard D e viatio n 7,687 12,116 5,191 10,652 4,666 331 31,783 9,417 
Com merc ia l Bankin g Nu mb er 41 3 28 41 37 170 2 357 
 Mea n 43,083 63,248 4,199 69,121 68,932 1,514 108,959 53,721 
 Stan dard D e viatio n 6,918 10,905 4,672 9,586 4,199 298 28,605 8,476 

Pay men t &  Settle men ts Nu mb er 37 3 26 37 34 153 2 321 
 Mea n 38,774 56,923 3,779 62,209 62,039 1,363 98,063 48,349 

 Stan dard D e viatio n 6,226 9,814 4,205 8,628 3,779 268 25,744 7,628 
Agency  Servic es Nu mb er 44 4 31 44 40 184 2 386 
 Mea n 46,529 68,308 4,535 74,651 74,446 1,635 117,675 58,018 
 Stan dard D e viatio n 7,472 11,777 5,045 10,353 4,535 321 30,893 9,154 
Asse t Ma nag em en t Nu mb er 40 3 28 40 36 165 2 347 

 Mea n 41,876 61,477 4,081 67,186 67,002 1,472 105,908 52,217 
 Stan dard D e viatio n 6,725 10,599 4,541 9,318 4,081 289 27,804 8,238 
Re tai l B rokerage Nu mb er 48 4 33 48 44 198 3 417 
 Mea n 50,252 73,773 4,898 80,623 80,402 1,766 127,090 62,660 
 Stan dard D e viatio n 8069 12719 5449 11182 4898 347 33365 9886 

Insuranc e Nu mb er 43 4 30 43 39 179 2 375 
 Mea n 45,226 66,395 4,408 72,561 72,362 1,589 114,381 56,394 

 Stan dard D e viatio n 7,262 11,447 4,904 10,063 4,408 312 30,028 8,897 
To ta l Nu mb er 435 36 302 435 399 1,812 24 3,806 
 Mea n 45,653 67,021 4,450 73,245 73,044 1,604 115,459 56,926 
 Stan dard D e viatio n 7,331 11,555 4,950 10,158 4,450 315 30,311 8,981 

 

Annual Aggregate Loss ($)
Mean 99th Percentile

VaR 
Calculator

e.g.,
Monte Carlo 
Simulation 

Engine

VaR 
Calculator

e.g.,
Monte Carlo 
Simulation 

Engine

43210

P

P

Risk



Copyright © 2004-6, OpRisk Advisory. All rights reserved. 59

We then independently assess the quality of the internal controls, corresponding 
to each risk type, using the same business line/risk type matrix.
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INTEGRATED RISK & CONTROL MATRIX

Modern ORM follows an integrated approach, where risk and control information 
can be compared through a common view (e.g., a matrix). 

  
INTERNAL 

FRAUD 
EXTERNAL 

FRAUD 

EMPLOYMENT 
PRACTICES & 
WORKPLACE 

SAFETY 

CLIENTS, 
PRODUCTS & 

BUSINESS 
PRACTICES 

DAMAGE TO 
PHYSICAL 

ASSETS 

EXECUTION, 
DELIVERY & 

PROCESS 
MANAGEMENT 

BUSINESS 
DISRUPTION AND 

SYSTEM 
FAILURES  TOTAL  

Corporate Finance Previous VaR 21,000,000 36,000,000 62,000,000 75,000,000 124,000,000 86,000,000 36,000,000 362,000,000 
 Prev/Current Score        50     55            60       58              75     71               61      61               45    55                  50     52                50     55              50     55      
 Final Capital 19,000,000 35,000,000 65,000,000 75,000,000 104,000,000 83,000,000 32,000,000 326,000,000 
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0

Current score

VAR

CONTROL 
ASSESSMENT/INDICATOR 

SCORE

Adjustment for 
Quality of 

Current Control 
Environment

Adjustment for 
Quality of 

Current Control 
Environment

CAPITAL

190190100210210

Previous score 50

Linking capital to changes in the quality of internal controls 
provides an incentive for desired behavioral change

Risk metrics tend to be relatively static; control metrics could be used to predict 
changes in levels of risk.  Used in conjunction with risk capital control metrics 
could be used to create the right incentives.



SUMMARY & CONCLUSIONS
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What are the key challenges banks face in establishing a viable ORM 
framework?

• We have advised more than fifty banks, insurance companies, technology 
companies, multi-lateral organizations and national and international 
regulators in more than 25 countries in North America, Europe, Asia, 
Australia and Africa on the full range of operational risk measurement and 
management issues.  

• Our observations:

• Banks around the world are facing serious challenges in implementing 
ORM under Basel II.

• Almost all banks are struggling with the same key issues.

• Many have unknowingly adopted the wrong definition of risk.

• Some use a probabilistic concept of risk in their models, but a different 
definition of risk in their broader framework, while ignoring the inherent 
contradiction.
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Why are banks having such a difficult time implementing ORM?

• Many people who work in ORM don’t understand elementary risk 
management concepts.

• Following the advice of numerous “experts” most banks have developed 
ORM frameworks based on a convoluted blend of traditional and modern 
ORM.  

• Traditional ORM and Modern ORM are based on entirely different 
definitions, approaches, processes and methodologies.  

• These immature methodologies are highly subjective, resource intensive 
and generate a huge catalog of unmanageable ‘risks.’

• Any prioritization of controls based on this spurious and misleading 
information may lead managers to enhance controls in areas that are 
already over-controlled and at the same time ignore areas of major control 
weakness.
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Key differences between Traditional and Modern ORM.

Definition: Risk is defined as a kind of unpleasant or 
undesirable event, such as a fraud or a system failure.

Risk Identification Process: Make a subjective 
determination about which “risks” are relevant.  (“Risk” can be 
causes, events or effects; no restriction on overlaps; no 
differentiation between “risks” and “controls.”)

Risk Assessment/Measurement Method: Calculate risk by 
multiplying likelihood and impact. (This yields the average or 
probability weighted severity.)

Analysis Period: Point in time analysis.

What is measured: Loss from one specific incident (severity 
with frequency of 1).

Focus: Day to day management of individual, routine issues 
or incidents (reactive).

Traditional Modern
Definition Risk is defined as a measure of exposure to 
losses at a specified confidence level, in excess of the mean.

Risk Identification Process: First define the “risk” universe, 
consisting of a finite (comprehensive) set of mutually 
exclusive (non-overlapping) “risk” classes.  Use historical loss 
data to reveal where the losses (and hence the “risks”) exist.

Risk Assessment/Measurement Method: Calculate risk by 
measuring the aggregate exposure above the mean at a 
specified probability level (e.g., 99%). (This yields a kind of 
“worst case” aggregate loss.

Analysis Period: Period of time analysis (e.g., one year).

What is measured: Aggregate loss from all incidents during 
one year (frequency and severity).

Focus: Management of classes of events (a portfolio view), to 
manage the large exposures using internal and external data, 
metrics and incentives (proactive).
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The path from traditional to modern ORM.

• Adopt the modern definition of risk.

• Don’t confuse “risk types” with “control types.”

• Recognize that “identifying your risks” means establishing a pre-defined 
universe of risks classes and letting the data tell you where the high risks exist.

• Conduct risk assessment independently from control assessment.

• Don’t use likelihood and impact analysis for risk assessment.

• Don’t define high risk to be high likelihood and high impact.

• Don’t confuse likelihood and frequency.

• Recognize that historical loss data is the starting point for risk assessment and 
control assessment.

• Recognize that ORM is a process that leads to more educated decision 
making, which can increase profitability, not a compliance exercise.
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Some recommendations for regulators.

• Provide the industry with a clear definition of the term “risk.” Require that this 
definition be used in every aspect of the bank’s ORM framework (not just the 
VaR models).  Make clear that the product of likelihood and impact is not risk, 
nor even the expected loss.

• As part of the use test, determine whether the tail component of the expected 
loss is specifically incorporated into product prices.

• Educate the industry on the uses and misuses of historical loss data.  Require 
that any use of external data be based on the objective application of data sets 
not the subjective manipulation of individual data points.

• As part of the Pillar III requirements, ask banks to disclose the confidence 
intervals around their model results, i.e., the range of expected loss and 
unexpected loss estimates that could be calculated by varying any weights and 
assumptions based on “expert judgment.”



QUESTIONS & ANSWERS



When the answers are unclear…

… is it because we are asking the wrong questions?
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