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Abstract

This research aims to discuss the issues of information security and consumer
data protection in the context of open banking transactions in major countries, so as
to promote "Transaction Information" in the third phase of Taiwan's open banking
policy. As the Financial Supervisory Commission R.O.C. has actively promoted the
open banking policy in recent years, the first phase of "Open Information Enquiry"
was officially implemented in 2019; the second phase of "Open Account
Information" was also implemented in December 2020, 7 local banks was approved
to have further cooperation with third party service providers. After the second phase
was officially implemented, the third phase "Transaction Information", including
transfer applications, bill payment, other transactions and application services, will
also further integrate financial services into consumption based on the second phase.

Regarding the information security and consumer data protection issues
involved in the open banking transactional application services of Taiwan’s open
banking policy, this study applies the OWASP top ten API security risks as an
analysis framework to examine relevant regulations among major countries, so as to
strengthen the current regulations for API security. This research discusses 4 issues
for API security, including lack of resources & rate limiting, broken function level
authorization, API development and security misconfiguration. This research also
examines Taiwan’s financial consumer protection and personal information
protection regulations, and the EU’s General Data Protection Regulation (GDPR),
providing short-term, medium-term and long-term open banking policy suggestions.
In the short term, this research suggests maintaining the self-discipline model of
open banking policy, and use self-discipline standards to regulate TSP companies’
information security and data protection level. In the medium term, financial
services, including information inquiry, application and transaction, provided by
TSP companies should be evaluated. In the long term, it’s still necessary to evaluate
financial institutions’responsibility to handle customer dispute. In addition, it’s also
importmant to set cross boundary governance model for the open data trend across
several industries.
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FEAF R LB R S S RFHE AT A APLEY ; S &%
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' BERAITER (TR EAREREAFTS =P APL X iR &
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R AIFTIHRS BIF L 4 7 R AL WRSRE 2 2015 £ 4R
o4 ~ 4= * API (Application Programming Interface » & * 4% 3%
g ) 2R EE & RER4 ~ 472 FBEE % APl (OpenAPI)»
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DA TSP EF) v BP &S HEE IR B4 RRIRTSRTA]
¥ 5 A HFH R E S R KRES W T H 2 A HPRIER £
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32026 F 2 48 & EHE F S 24.4% o g0 0h o & RFCRHLE B 24T D
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2016 # F ALl E TR 0 &8 LRE R 9+ /i7iE =
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LEH 4L (T “q‘:-ﬂ B AT ﬁa:w 2 & BER 2 @ INNOPAY 7= %

2020 # 5 7 F A AR ERldp ik (INNOPAY Open Banking
Monitor) #%f£ & 300 % %ﬁlﬁ » 1 APL # ¢ fevk o APL B8 4 R
MR LEE AR RRATNERBEL S S GRAR A4

g B %L )e E.J}'L/éﬁ: BRIy - %2 & ¥ B 2 (Masters in
Openness ) A% > £ 11 R H Y 6 F 5 547 :BBVA (&
F19 b 34217 )~ bunq (J7 7 % 42) > Deutsche Bank (7€ B4E R, & 427 )~
DNB (#%= 42{7 ) ~ Erste Bank ( B3 4] % - 2% 42{7 ) - NBG (# "
LT ) 3 A M4 P DBS (F74c 8 B OE 4247 )~ Kuveyt Turk (2
B H 4347 )~ UnionBank ( Z2f2§ 5 £ 4347 ) ; 2 B 5 % W47 : Citibank
(¥ B 75/#427 )~ Federal Bank ( % F%#2842{7 ) & API # i vk}
PO ALER A TR R R MR A REREARL
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3 .
& - BDBS
¥ — 1CICT Ba .
(5]
4 I . =)
citi
® bunc .
et i . BBVA
o s o DB .o-..ucman
-4 ._nu.w- . L]
§ .. uuuuuuuuuu R
= Tbank " 0 _— ¢
c |
o &9 mn & Safftande® = . [
° \Bacaka O Res A
5 U % esuas ° i - i Nordea
O wcoune f‘S""\,:.\n ) monzo, - m‘g—,— @ firor = ‘.}
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. bank B s i
g X . B s ot
8 Shwcosbun oy ’ l ¢ I .
i E,m ~o 0y
& HiSpC
E Q Bangha .
2 ASB
E
b |
Basic experience Comprehensive experience
Developer experience
INNOPAY Open Bank/ng Mom!or (OBM} Developer Portal benchmark (update May 2020) INNOPAY

gure 1: The INNOPAY Oper ::'\’.ﬂ‘:: Monitor (updated May 2020 )

Bl 5 Open Banking Monitor
74 %R ¢ Innopay, 2020
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}; .ﬁm¢ﬁ¢g@§ ji*;i?ﬁ:&ﬁiﬁmé%*ﬁ Bt A2 \,;,};%‘v-%z
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T3z % (2021 » Deloitte India ) :
1 v % H s PRI
Ei@*ﬁﬁgﬁiﬂ'?ﬁiﬁ?ﬁﬁﬁ Lo BB /TR F
L i R gy A L S AN I 7 Fl SV e RGN A PR s
BEE L THIDERAE S/IRIE

2. e F FERE
ARTHMEIBRIAS LM NED R > ERBHSET 24
RA L P A TSR F £ RIS R & & BRI IS -

3 ® £ HZ A A

B APL & i & it TSE8 Tt | ehAIAT ¥ 8 H55% (plug and
play model) > £ ﬁé%}ﬁﬁi% TR e 3 AR D 2 PR T
FHEN > ERBHETT EE DT B8 A SR
FHEF
4 ¥ ¥l

Bt o1 8 TR ET- BRY 2N (APP)Y - & ¥ ¥

B %~ B ArE bl P et HE S o e R

4ot B+ ARTE s BUT{oAE T o

‘E‘L\

(7405 8 4 v
% APP » ¥ @ & H 8 JRI* > B

—

=~ B ITT AP B *

wﬁﬁﬁﬁi?{ﬁﬁ&%ﬁ#i’*u%@ﬂé%ﬂﬁi%ﬁ

FeZ =2 2t FRT 0 BF 4258 4 % (Application Programming

Interface, API) # % 7 #ic > % E
P ERIRRE SO R H B ARTREEIRE S L ERAFTH R
{ % ehv i (Rogler, 2019; Lees,2019)o A B P R AR

T TR R F o2 APL Bt BERFBESHIR AR st 24T API

%-% # (Digital glue) & & » H x5y

AN
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Te® PFo dt T - RALFRECRTSP R B R TS 0 F AP
R hii - ROBERAFEFSE S AR PPE LFH R A F o

BE S FI o AR E RIS il de o IR Y £E g T oM E S
Pi& 3 OpenAPI T [ % F i » API B 2 Bl R 12 & = (Account) 5 i >

T - FREz P ER S 4 i (Payment) 4% o

%375 %37
il A

FAAPI

EEHM BEBY
m

B
API

RITHMEL $RIT %454 o

SRITHHES EEBY

RTRM6

RITHM2

[EES At AEAPI

RITHMA3

B
®

B 6 B g7 API %47 & B
74 % R : Trend Micro, 2019

B2 7T e APL B #g3) % U & 5 = 5 » TR % APl (Private
API)~ & i¥3 & API (Partner APT) 2 % B 2z API (Public/Open API) »
PEUAPL L ¥ W P B FRY > BE R Ry ¥
AR AR H R O EFRERL SRR AN F o P
APT 3 & # >: 4R S48 45 2 B e F 4050 ( Business to Business, B2B)
&l R R QiR Bl ¥ A AR IR HT R
POl hE E A T B F a4 o B APL P ¥ St gt sz b o
BIE* A2 F s A RFEAMETEPH L 5 =2 F:'*”sf-‘ﬁk’f%’ LAY 2% rl:
¥ APl B R {7~ 61k o LR » 5 B EABR LEY - &
Y bRy s 3 By TR AR AR ER SR ORAEF A

Kooy
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1395 McKinsey % % » £ £ B 5 2 APLFAT A 5 T 24
(—) P #% API (Private API)

RIRAPL E g ¥R B RYE
2. API» 5 iE3% APl #1158 4 ¥
IWAPL 7 i @R 3B 5 £ 3 2
BB BIID) o AR T 0 P I APL EAp 407 3%k
BenAPL % RSB E 5% A S en T T 3 > WA TP IR * o

Bt 24 91%:eh

(2021 > 2 @3 ) o 295 Mckinsey (2019) shii3t > £ 5
APT 5 g 274 o

(=) & i¥3 & API (Partner API)

£ 1e35 0 API 2R "‘{ﬂfrf b B R £ A5 B ol
P 3P v Ul R S RRTA SR DT T 2l
£k

e
42503 “%ﬁﬁAHW@% Hempidiga s o PR
{ﬁﬁﬁ?%{,W%P#“’ﬂ PSR R A

(20215 3 @3 )o * #BHE Mckinsey £hsi2ts © F 7% API
)4 3 y F

Al o ¥ o5 i & § %5 PSD2 eh& foo

s
v AR

ﬁ\\ﬂ

TR E TR &£ 4~ Open Banking 2 Open Data 94 % 4
EAB% > ‘dF’H‘fer”zﬁOpenAPI#&—Zﬁﬁﬁp‘f f?‘gﬂ; j\°3ﬁﬁ{v7f§5'%
e DRgdE T # API 5 | (plug-and-play application network) °

EET (BB FREL B R K

(£) =B API (Public/Open API)

>

DB APLS EAPP B K L APIAEY 0 & T APL B
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it B E T A
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Ikt 0 R 2%
HeEmIBHED 7 0 2B API E48FRH S 8 APL (p 30
API~ £ 153 APL) L iR ™ ¥ B i v ¥ & BB 4 6 2R
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I ED)

E R ERY R

REFRE (2019) 73
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LL&}*,K%J&I‘E}"—E\) ‘)»I‘}’ff'%;lz

IR B AALT e 2 APL W £ Utk 2
Lt EtE (28.7%) & A - H =R % (18.2%)~
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F’J’J}? 'gf‘,_‘.!:.’ "’
E] F

Mk T s oA S B OTALT R
Sqoitth 2 BAsE S B0 g 3 BB o
A RB A TL e APTB PR R E T o FH ) fr

TRAE S A WERREL ST R
BE R L RASIH T2 ¥ 2 2
FE G

L R4 s B 24T L #ﬁa% B T
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i

ﬁﬁlﬁgﬂ *Eo
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A

LRPARAPEREYF AEMTR T
- BN IE R TR P WS 0 324 APL Bt B RV A KA Y
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1. BAI@

B AIE

2 p4 ¢ 12 (Personal Finance Management, PFM)
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T fE
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B 10 AT H L B

fé%

A

N Pl | R ST XF
3. ARG s v i

AiEs Ry taj g iriaraT  7ags
ERE IETA 0 RILMAR TS KA R

B 2604 BREE T 24T 5 CreditLadder

BB ATIME IS Ay R ERERE Y kb
T 5 CreditLadder % Bz B 242 (7 | * B B o
CreditLadder ** 2016 & B 4238 (7 - 2 22 "% % *F
L E 5 Experian~EQUIFAX & i¥> & % % - 7 * ‘{éﬂg g
AB 2 e ARAR £ BN RN B4R e R T o CreditLadder f
AT H AR A BRI > P e S i A Gl L

CreditLadder P #v @ 4% B § » 24 I8 547 (4o
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Tesco Bank)% ' % 42(4- Revolute, Transferwise) % 42 {7 %
FinT o FARS T P RPFHIARE & PG RE T
FRERDREFEFANT D b gEe o ugEp g
¥ #4 o Ak CreditLadder 7~ F 40 5 2 eh % § rrid >
A REGIE SR E R E T A
Bl ars 1E RARS B iﬁﬂﬁ$% AR E PRI

llﬁ@%i f; ’;:-il‘l\: )\gz“: o
@ % e APL &

CreditLadder &_i% i % & TrueLayerl:r Data AP Hjiw »
BEAFNFTA HIRFE® 22 APL# i & 5777 3¢

% 4 CreditLadder # * z_ API

B API # 5% e
| e = PR dE G A 4R HREL IBAN ¥
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=+ [ S = IR E R K 1 S e
’ + 4 ?Eﬁ?;m
3 ThEFR B~ AR EEFEFTR
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FRGEEL G T REELERELHIETO6

iFp B+ A Experian v Equifax /2 = 5 * 32 ¢ o
F p
(=) A dFEFR

R B TR BRI 0 R A RS =
RGBT L R R BT AL AFE T A RA

Y. IV :r%—?){

i

RERPEAL G A R R E R B
NP LA AR R IR B ¥ ) BB

B FFHARSG o

2. rHpERIIENE A
BEi4LF R s fe ¥ F R 27 s T B E W
AESFWEY R AR FLFELRIE . K ARFEE
T FIRR BT £ 0T o

3. BHHEk
BB EE GRS R f iR R T H s ER e
A R F Eind o

4, BRI E S
BURESELEEFELEF S BRE T &4 - {1



B &_ﬁ%ﬁT}fW%Jﬁﬁﬁ%$°€#
VUL FENP ] EERTIRIAP o B

SoCash #_— {5840 * —"ﬁﬁ;‘x gk o R H A G E
FH ATM eg= > 12 { & i 07 V3% B3R £ -SoCash i% iF £ DBS»
OCBC-~ICBC ##i7eE 3 APl L 2878 & @ % —‘533@
SoCash ZzE 417tk = {6 » B & * Fk QRcode &7 ;% » »

UF RHRPRE -

Socash >+ 2018 # 7 ? % - #aenFE T EH & T 550 8
&5 & 2019 & 70 % - enF FEH EIE L 600
%&£ -#312020 &5 " >SoCash T 42 34 =1
2019 & &> 2 5 1500 Fat Py ¢ L AR R (Aol AT
T B~ one )% & 5 & (g3 o p 337 App & 7 4
cA e L ARG ARED AZRFEET A T L ATM K
TARHET b2 v fH T MLPE Al * SoCash £ Google
Map /i 439 & 15 2> ®5i QR Code 8 2 BH L B 4
v R RPIRE 0T R EH L R H RN
S 'J‘i‘]’f?"ﬂ KL 5~ e

¥ 71 COVID-19 # i > 2021 & pF SoCash 22 § ¥ 7 &
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SoCash $285 § #» # 1 J BT F & ¢ #E M { X 2T 55 ;0
BE RIR o
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% 5 Frici SoCash i * 2. API # it 27

B | API # it #23)

1 | Get Regular eNets transaction limit

Update Regular eNets transaction limit

Authorization

Customer Accounts

PayNow

PayNow QR

PayNOW Enquiry

PayNow Registration

O |0 |3 (&N [ |[B (W |

Corporate PayNow Collection

f—
)

Provide Consent

[E—
[E—

Revoke Consent

[E—
[\

Validate Consent
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U
j —
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-~ |~
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"{IP ZEE o
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R it B 4L APL B BF > B33 Pl - 74T 1 #c 7 TSP
FHE a‘%?g& S 0 F APL B AG - R RERRFEHEE S
A XK BRE S BT R R B T A BB LT R i AR

P B i d ,!E? E§F*ME 2P % Open APL T 5 k7] » API F 3¢
#FER otk # (Account) & 3 0 T - ek B RRl A £ & (Payment)
AR B o

gl iz chif B IR BALALE £ RAL R L SR P E Y e
IT AA#K %> T Fiw % = 3 RIAFEF (TSR TR e B 2
L3 p%EsREL 5 AmEpiRar b FRAER LT ’%’xff ~®E
BB~ A AT B F R LN E AR » B@n & Hp N
fod> Open API - # § ¥ £ ¥ ¥ B cH API I *i- ¢ Open API *
RpEREATL GBS TSP EFE 2 LT NERG W #1SE
4% > e § 226 7 TSP ¥ 4L i1 8% ] OBIE e 43 - 1345 OBIE »*
2020 # szt o FILE R 9 X LF(CMA 9§ & B ¢ i 24247
AL 24 B HP G SHBEFTHEY EH Mo T3 HA
ARBE cEd S R K o ¥ - B g o "."!%i/%w:“ﬁimﬁﬁciiﬂ' Id &% A&
(MAS R H % AP T 5 L 4{7p L B3 APLeh= U (7 & ¥

B oo £ 3 2020 £ 3744 ¢ B2k 1,686 £ 4217 API o

EREATR AT T APL b RRA 0 AT ORRER L DB

b A £ €30 2019 £ BB * 258 % 2 & % (The Open
Web Application Security Project : OWASP ) % # 2. API - 38 & #* ] % &
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R TR BFF LR AP X R AT e T S MR
OWASP % % 2 10 78 APl & > b '4 cFp 5 °

(—) &2 % & % 3% (API1:2019 Broken Object Level

Authorization)

I{§i‘ ¥ (T E © 24 3% 0 Object ID request > &/ 1] #
7 & RS AP R T E 2 T AP BB A ST
- TR R A APL a t ARV Y 2R E ik o 1’{?%’? iR G
PEEIDF iR ¥ §ERARBOTABE - THERE
PO L 0 @ g R SRR B R AL S TR moa i@

)

(=) ¥ »3#E (API2:2019 Broken User Authentication)

d 3 API S B 58 Web 78R 258k 7P ¥ ¥ 2
SOUFH R F R BT ES NS F D R R ¥ "ﬁ\iﬁ.
s T oRapet LB APl 2R @ 0 F F 7 (Authentication)¥?
Session F 122 Ji* A28 N A L FEF 170 4o viF i 5 %48 ~ URL
ZF AT e Token ABRES < ST F 7 MER T F L H%RE
WAZPF > APL & £ 7 X rUg ey PR P U 4] M0 5% R R O B
RO Tl TR o i@ BT APL L > o

(=) &% FT#3A (API3:2019 Excessive Data Exposure)
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4 https://www.fca.org.uk/consumers/account-information-and-payment-initiation-services
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What are the possible exemptions to SCA
application?

The RTS list a number of possible exemptions, to keep
electronic payments as convenient and seamless as
possible:

For remote payments

(online and mobile)

of low value (up to
€30).

EXCEPT:

« When a cumulative
value of €100 is
reached.

« Or when 5 payments
of up to €30 have
been made.

For online
transactions (credit
transfers, card-
based) towards a
trusted beneficiary
(i.e. already
identified by the
payer).

For contactless card
payments up to €50.

(EXCEPT:]

« When a cumulative
value of €150 is
reached.

« Or when 5
contactless
payments of up to
€50 have been

made.

For corporate payments

if dedicated payment

processes and protocols

are used (and if the
national competent
authority is satisfied
with their level of
security).

At unattended
payment terminals
for transport fares
and parking fees.

When the online
payment account is
consulted, SCA is

needed only the
first time and every

90 days.

When the fraud rates observed by the payment
service provider are lower than the pre-set
reference fraud rates (as described in an Annex
to the RTS).

%

Bl 8 ® & SCA if # 27 k¢l pFis
FALKR WP RE G
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